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Abbreviations

The Act

BCERMS

CCG
CEPR

EMBC

EMIS

EOC

Filmon Report

FADES

HRVA
ICS

IEPC

INAC

Incident

Incident Commander

IPSU
Ji

LAPG

The Emergency Program Act and
Regulations

British Columbia Emergency Response
System

Central Coordination Group

Community Emergency Plan Review - a
self assessment by local government

Emergency Management BC

Emergency Management Information
System

Emergency Operations Centre (operated
by a local government)

Firestorm 2003 — Provincial Review,
dated February 15, 2004

Foreign Animal Disease Emergency
Support Plan

Hazard, Risk, and Vulnerability Analysis
Incident Command System

Inter-Agency Emergency Preparedness
Council

(Ministry of) Indian and Northern Affairs
Canada

An emergency or disaster situation

The on-site responder responsible for
directing response activities

Integrated Public Safety Unit
Justice Institute of BC

Local Authority Planning Guide (a PEP
planning document)
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local government

PAB

PECC

PEP

PREOC

Protocol

PSA

TEAMS

UBCM

Cities, First Nations, Municipalities, and
Regional Districts, individually or
inclusively by context

Public Affairs Bureau

Provincial Emergency Coordination
Centre (operated by PEP HQ)

Provincial Emergency Program

Provincial Regional Emergency
Operations Centre (operated by a PEP
Regional Office)

Generic term, to include protocols,
Memoranda of Agreement,
Memoranda of Understanding, etc.

Public Service Agency

Temporary Emergency Assignment
Management System (key provincial
employees volunteering for
deployment to PREOCs during
incident response)

Union of British Columbia Municipalities
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Executive Summary

Overview

We have completed our assignment from the former Deputy
Mi ni ster s’ Oermmiuditfteassess provincial
emergency management activities from preparedness through
response phases.

This report outlines the conclusions from the review and provides
general recommendations. We have discussed with Emergency
Management BC (EMBC) and the Provincial Emergency Program
(PEP) our assessment of activities and their maturity measured
against the criteria in emergency management standard,
NFPA1600 the principles of which have been adopted
internationally.

Background

Emergency management is, basically, an insurance program to
mitigate and manage the effects of untoward events. Its profile is
high during major incidents, but fades during the routine periods of
guiet and minor incidents. Experience in many countries has
shown that it is essential to a sound and effective emergency
management program that government maintain funding levels and
operational commitments for program needs during these routine
times.

Much of current BC emergency management came to fruition in the
late 1990s, planned with a strong strategic direction, using the best
practice “i ntegrated incident management
response, measurable against international standards.

A relatively informal, but routinely effective, emergency
management culture is well established in BC. The lack of
headlines in recent years about response failure and the general
operational success during recent large provincial incidents support
this assertion.

The establishment of EMBC in November 2006, as the lead entity
in the province, better delineates responsibilities between EMBC
(policy and initiatives with large cross-government or jurisdictional
aspects - e.g., Emergency Management Information System
(EMIS), radio interoperability, mitigation) and PEP (general
strategic/operational matters).

Report on Emergency Management Preparedness and Response ¢ 1



PEP acts pro-actively in a province-wide coordination and support
role - as demonstrated in the 2007 flood mitigation activities.

Overall Review Objective

Through interviews, internet research, document review, and
measurement against the internationally accepted and widely used
principles of emergency program standard NFPA1600, the review
evaluated the appropriateness:

1 of the roles and responsibilities of PEP and ministries, and
whether they are clearly defined and well communicated,
and
1 at a high-level, ofthepr ovi nce’ s emergency pl a

communication, training, and testing processes.

Of the five phases in emergency management, the review
evaluated only preparedness planning (including testing and
training), and response.

While prevention, mitigation, and recovery activities were out of
scope for this review, it was noted that training material provided to
us addresses these vital components of emergency management.
These are local government responsibilities; Federal and local
government activities in these phases were outside the scope of
this review.

Business Continuity Management Program activities have been
reviewed separately.

General State of Emergency Management in BC

To paraphrase a hurricane Katrinar eport , “[ Briti sh Col
have a right to expect that the [Provincial] government will
effectively respond t dtiseeasonaltleaosst r ophi
extrapolate this to all other incidents.

90% of incident response is by local government, with relatively few
incidents requiring full Provincial Regional Emergency Operations
Centre (PREOC), or Provincial Emergency Coordination Centre
(PECC), activation.

! The White House: The Federal Response to Hurricane Katrina: Lessons Learned: p.52, para.4
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Thus, only multi-region and extensive forest fires and flooding, or

major localized incidents (e.g., the Queen of the North sinking ) test

provincial preparedness to any significant degree — but these

require a disproportionate PREOC/PECC workload. Response to

these incidents has been operationally successful but this should

not automatically be extrapolated to a major seismic event, given

the |l atter’s pot eiveconsedquensesaahde and di s
results of exercises in other jurisdictions.

The review found that BC’'s emergency
capability is in varying stages of maturity:

1 The most developed programs are the hazard-specific
response plans (except Seismic — now under review and
later to be updated by PEP), together with those of
municipalities that have a pro-active Council, the tax base to
support the required planning, prevention, and mitigation
activities, and the vision to work with other communities in
an integrated approach to emergency management. Such
plan coordination and integration is progressing informally, at
different maturity in the various regions.

1 At the low end of the spectrum are non pro-active
communities - and others - that have less comprehensive
plans. Smaller communities must often rely on volunteer
staff.

PEP Regional offices work informally with local governments to
review plans, tests, and training, with only incidents formally
reviewed. Itis appropriate that this approach is being formalized to
provide consistent review of plans, incidents, tests, and training,
utilizing feedback loops for lessons learned, in order to upgrade
capabilities and activities. This approach can be usefully extended
to First Nations as they increasingly participate in the program.

Maturity Rating

The “maturity” rating reflects the d
developed an accountability and responsibility framework, a

suitable organizational structure, documented policies and

procedures in keeping with Core Policy, and built the necessary

capacity to undertake its role.

The overall maturity of provincial emergency management through
PEP is classified at the upper end of the Medium range.
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Findings against the Five Specific Review Objectives

1. Roles and Maturity Rating: High.
Responsibilities

At the various levels of government, roles and responsibilities are
aligned withthegover nment ' s phil osophy and wc
emergency management practice of decentralizing full
responsibility to the most appropriate level - in BC, to local
government, where 90% of incident responses are managed, and
to certain ministries for specific hazards requiring their technical
expertise. Decentralization in this manner, using the Incident
Command System, is common to many emergency management
jurisdictions with circumstances similar to those of BC - Australia,
New Zealand, UK, California, and Washington, to name a few - and
is generally accepted as sound practice.

For the 10% of incident responses where local resources prove
inadequate, or for multi-jurisdictional incidents, PEP coordination
and support are provided to local government through the local
PREOC and, where necessary, through the PECC. However,
operational management remains with the local incident
commander, who is best placed to direct local tactical response.

Roles and responsibilities are clearly disseminated and appear to
be generally followed with few unresolved issues. First Nations
communities are actively adopting the program, with the same role
as local governments.

The establishment of EMBC as the lead provincial agency and a
recent reorganization of PEP have been important and major
initiatives. They will enable EMBC (incorporating PEP, Office of the
Fire Commissioner, BC Coroners Service, and Business Continuity
Management Program) to focus on policy and championing major
initiatives, while PEP continues to focus on strategies for, and
management of, the coordination and support of province-wide
planning, testing, and training activities and, through PECC, major
incident response. PEP's strategic focus i s
staff having much of the Provincial experience in planning and
major incident management.

flCabinet informationo
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2. Coordination Maturity Rating: High.

and Liaison
Coordination has been achieved operationally for the major

incidents (locally managed incident responses do not require
Emergency Operations Centre (EOC)-PREOC coordination).

PEP has established a successful cooperative emergency
management framework with local governments and informal
liaison is reportedly strong with other jurisdictions.

A provincial information system is now under development, to
coordinate necessary information for emergency managers.

Note:

1 Provincial radio “interoperabilit
Filmon Report, has not been achieved in the practical
structure desired by responders and coordinators. It now
has a high 2010 Olympics profile and priority, through
Integrated Public Safety Unit (IPSU) sponsorship.

PEP does not measure the effectiveness of public education
programs, nor public awareness and its understanding of its
emergency management responsibilities. This could lead to
unrealistic public expectations of incident response.

3. Planning Maturity Rating: Medium to High.

Communities can conduct sound planning activities using the
strong, standardized, BC Emergency Response Management
System (BCERMS), based on the Incident Command System (ICS)
approach. PEP-designed planning material is used - the Hazard
Risk and Vulnerability Analysis (HRVA) Toolkit, Local Authority
Planning Guide (LAPG), and Community Emergency Plan Review
(CEPR). Although BCERMS usage is not yet mandatory, PEP
reported 80% usage in 2005. PEP requires BCERMS adoption in
conjunction with funding of its annual 50/50 cost-sharing planning
grants, through Union of BC Municipalities (UBCM) or directly.
These grants are designed to incent its desired planning, testing,
and training activities. It advises that results have been very
effective and BCERMS usage has significantly expanded to above
90%.
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4. Testing

BCERMS use for all hazard-specific plans and maintenance of
general BCERMS standards and practices ensures the capability
for consistent, effective, response to all incidents at all levels.
BCERMS provides the necessary, evolutionary, principles-based
process that enables the required incident-specific response.

The principles on which BCERMS is based are those used
internationally in, e.g., the UK, Australia, New Zealand,
Washington, California.

Plan coordination and integration between local governments and
with ministries remain a voluntary work-in-progress with good
progress between local governments resulting from UBCM 50/50
cost-sharing grants targeted for that purpose. Cowichan Valley is
the benchmark for integration activity. In the populous Lower
Mainland, Metro Vancouver has established the Joint Emergency
Liaison Committee, with sub-committees working on several issues.
Differing priorities between communities result in inconsistencies
across the province.

Note:

1 PEP does not yet formally review local government and
ministry programs and plans, to ensure adherence to its
standards. When the formal review, under development, is
introduced, the feed of information to PEP, Office of the Fire
Commissioner, and EMBC will enable them to better identify
and address weaknesses.

Although outside review scope, we note that there is no national
review database, sharing lessons learned from incidents that all
entities can incorporate into their plans.

Maturity Rating: Medium.

The Local Authority Emergency Management Regulation requires

testspeniadic” basi s.
Note:
1 Local governments schedule tests with varying regularity

and with different levels of plan activation and integration
with other local governments or ministries.

1 There is no requirement for tests of hazard-specific plans.

1 There is no formal program to monitor and evaluate tests.
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5. Training Maturity Rating: Medium.

PEP and Justice Institute of BC (JI) have designed a
comprehensive set of programs. PEP funds an annual training
grant to JI; JI and other contracted providers deliver the training
programs.

Note:
1 Training to necessary response levels is not mandatory.

1 There is no provincial training strategy, nor a database to
identify gaps or needs.

Major Issues to Address — Premises

1. A consultant’s June 2000 report
headquarters were not adequately seismic resistant. This
has not been addressed; it remains a significant concern.

2. Co-locating the PEP premises with a provincial IT back-up
server site would ensure ready access to systems essential
to its incident management and operational functions in the
event of communications disruptions — such as should be
anticipated during a seismic event. Co-locating with the
Cabinet and Central Coordination Group (CCG) back-up
sites would ensure physical proximity in the event of
transportation or communication disruption — but could be
counterproductive, since all decision makers would be in one
location. This needs to be carefully considered in planning
any new premises.

Major Issues to Address —Strategic
fCabinet informationo

1. EMBC and PEP are developing Strategic and Business
Plans. The plans require a meaningful medium-term focus,
with schedules, milestones, quantifiable deliverables, and
accountabilities. Medium term plans will require assured
funding. In addition, the relationships between EMBC and
its constituent branches remain to be finalized.

Report on Emergency Management Preparedness and Response ¢ 7
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Finalization of plans and relationships should address
current shortcomings and better enable effective response to
both the regularly occurring incidents and a catastrophic
incident.

2. A PEP evaluation of potential earthquake scenarios is now
underway. It needs to remain a priority strategic objective as
a vital precursor for development of an appropriate response
capability to a unique incident. This will enable realistic
response expectations and capabilities to be developed.

3. PEP does not formally monitor public awareness and
understanding about emergency preparedness. This
heightens the risk of PEP not knowing about unrealistic
public expectations or lack of preparedness - and incurring
potential disruption to major incident response efforts.

4. Demographics are working against the program. Without a
province-wide human resources strategy for recruitment,
retention, and training of emergency management personnel
and volunteers - in particular, the technical staff needed by
Ministries - both management and operation of the program
will become increasingly difficult.

This critical public safety issue requires that the government
provide the additional resources necessary to ensure
continuity of adequate levels of trained emergency
management personnel.

A large number of senior emergency management staff is
reportedly able to retire in the next few years. The lead time
necessary to train people for some roles means that the
criticality of the issue could arrive very soon.

5. PEP and ministries report that the UBCM 50/50 grant
programs to local governments and the direct funding by
PEP of First Nations programs have very successfully
incented activities that PEP and ministries specifically want
accomplished. 46 First Nations participated in the 2006/07
PEP program, and 20 presented proposals.

Multi-year funding stability is recommended, in order to
ensure continuance of these programs. This is especially
crucial for communities that have a low tax base and limited
capacity, or experienced staff, for stand-alone action.
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PEP monitoring of funding activities will enable it to ascertain
whether it continues to achieve the desired results in a cost-
effective manner.

Major Issues to Address — Operational

1.

IPSU is giving high profile and priority to the radio
interoperability recommended by the Filmon Report. This is
warranted and needs to result in implementation in the
practical format desired by responders and emergency
management coordinators in time for the 2010 Olympics.

Local government prerogatives preclude mandatory
coordination of information dissemination during an incident.
Although Public Affairs Bureau (PAB) reports good
cooperation, the risk remains of dysfunctional information
dissemination, as seen during the hurricane Katrina
response, where local government information contradicted
that of other government levels and media observation.

PEP is developing a formal annual plan review process. By
incorporating a formal program to review tests and a training
strategy, with appropriate monitoring, evaluation, and
feedback loops for follow-through on lessons learned, it will
aid maintenance of a satisfactory level of preparedness
across the province.

The anticipated implementation of formal program reviews
will be of little help absent adherence by local governments
to standards such as NFPA1600. As noted, above, funding
through UBCM has achieved desired behaviors, which
include some specific NFPA 1600 standard components.
Without funding that incents such behavior, greater moral
hazard, political risk, and legal risk may be incurred.

Integral to the more formal approach to monitoring and
oversight is the development underway, led by EMBC, of
formal province-wide information sharing through EMIS.
This information system is considered necessary to properly
oversee and coordinate the program, enhancing PECC/
PREOC ability to support incident response. However,
significant legal and Freedom of Information and Protection
of Privacy Act (FOI) issues remain a major hurdle.

Report on Emergency Management Preparedness and Response ¢ 9



Such a system could enable province-wide recording and
sharing of necessary emergency preparedness and
management information, particularly about incidents,
lessons learned from post operational/test reports,
recommendations, training, staffing, and resources - both
personnel and inventory.

To date, ministries and local governments have worked
independently on their own databases - except for personnel
inventories.

IAAS has discussed its recommendations with EMBC and PEP, in
full detail.

IAAS would like to thank the participating staff, management and
executive, of PEP, the participating ministries, and local
governments, for their readily provided assistance and co-operation
during this review, the conclusion of fieldwork for which occurred
during, for PEP and Ministry of Environment, the height of the flood
season.

Stuart Newton

Executive Director

Audit & Technical Service

Internal Audit & Advisory Services
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Introduction

Acronyms are frequently used in the report. Readers are advised
to familiarize themselves with these acronyms before reading the
document.

The Provincial Emergency Program (PEP), part of Emergency
Management BC (EMBC) in the Ministry of Public Safety and
Solicitor General, is responsible for the design, development, and
readiness status of emergency management in the province. PEP
also has resources to help facilitate local government recovery
plans.

I n British Columbia, “first response
responsibility of local government municipalities and regional
districts. The Emergency Program Act and Regulations (the Act)
legislates the responsibility of municipalities and regional districts
for having current, integrated local emergency plans in place and
for maintaining emergency management organizations that can be
activated for incident response through Emergency Operations
Centres (EOCs). Decentralization in this manner, using the
Incident Command System, is common to many emergency
management jurisdictions with circumstances similar to those of BC
- Australia, New Zealand, UK, California, and Washington, to name
a few.

For the 10% of incident responses where local resources prove
inadequate, or for multi-jurisdictional incidents, coordination and
support are provided to local government through the local PEP
Regional Emergency Operations Centre (PREOC) and, where
necessary, through the Provincial Emergency Coordination Centre
(PECC). However, operational management remains with the local
incident commander, who is best placed to direct local tactical
response.

Thepr ovi nce’ s o0 v éorpeeparedness and iespasesn
emergency management and business continuity management
were identified in the 2006/07 approved audit plan as two key areas
of risk. The Mitigation and Recovery activities of local governments
were outside the scope of this review, but the preparation of
training material for local government was considered to be within
scope. From an operational perspective, Internal Audit & Advisory
Services (IAAS) has addressed this review through two separate
but related projects. For ease of reference, the Business Continuity
Management Program project (#500158) Terms of Reference are
attached as Appendix 6.

Report on Emergency Management Preparedness and Response ¢ 11



Purpose

The purpose of this review was to evaluate the Provincial

Government’'s overall readiness fo
emergency management. The review evaluated the

appropriateness:

1 of the roles and responsibilities of Provincial Government

organizations (including ministries), and whether they have
been clearly defined and well communicated; and

1 at a high—level, ofthepr ovi nce’ s emer gency
communication, training, and testing processes.

Scope and Objectives

Scope The scope encompassed the activities of the Provincial
Government and its ministries. However, because PEP provides
the direction and tools for emergency management planning and
risk mitigation, local government emergency managers were
interviewed to determine the effectiveness of the direction and
these tools.

There are five basic phases to emergency management activities:

Prevention;

Mitigation;

Preparedness —within scope of the review;

Response — within scope of the review; and

Recovery.

R = = = = =

Prevention refers to the actions that a community can take to
prevent the risk of an event occurring — e.g., routing
hazardous materials traffic away from the community. This
is an ongoing activity that reflects the outcomes of the
Hazard, Risk, and Vulnerability Analysis (HRVA - see #3,

r

pl a

bel ow) and the community’s capabi

or mitigative actions.
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2. Mitigation refers to the actions that a community can take to
lessen the effect of an event — e.g., building a higher dike
along a river prone to flooding. As with prevention, this is an
ongoing activity that reflects the outcomes of the HRVA and

the community’s capability to tak
actions.
3. Preparedness refers to the planning activities that a

community undertakes so that it will be able to respond to an
event, should one occur. It covers the range of activities in
developing a response plan, testing (exercising) the plan
(and learning from tests how to improve the plan and remove
weaknesses in the plan, or in prevention/mitigation
activities), training personnel in their duties and how to act
during a response. This is an ongoing process.

HRVA is the analysis that enables a community to assess
the hazards that it faces, the risks surrounding emergency
events, and the vulnerabilities to such events.

It can enable the community to learn its strengths,
weaknesses, resources, and capabilities. This is a periodic
task that updates previous the results of prior analyses.

4, Responser ef er s to the activities det:
response plan — the actions that will be taken to deal with the
situation created by an event. This is generally of a short
duration.

Recoveryr ef er s to the community’s act
after an event response to restore the community to a fully

functioning state. This may take months, or even years, to

accomplish, depending on the context and severity of the

event.

Objectives

1. Roles, The key project objectives included an evaluation of the following
Responsibilities areas:

and Oversights
Whet her the BC Government's roles an

preparedness and response within the province are clearly defined,
consistent, understood, and communicated.

Report on Emergency Management Preparedness and Response ¢ 13



1 The review included programs within the BC Government,
the oversight role of the BC Government for programs
managed by other levels of government in the province and
the private sector, and integration of emergency
management with the Federal Government of Canada.

1 Emergency management and business continuity
management in the Government of BC share common
objectives and management requirements. A review of their
mutual roles and responsibilities was also undertaken to
ensure that they are not in conflict and that they are
coordinated to effectively and efficiently discharge their roles
and responsibilities.

The project did not look at the direct management of preparedness
(including mitigation) and response (and recovery) by the other
levels of government or the private sector.

2. Coordination Whet her the BC Government’'s coordina
and Liaison and processes, including with other levels of government and
stakeholders provide for effective preparedness and response to
emergency events.

3. Emergency Whet her the BC Government’'s signific
Management planning processes, including threat risk assessment and risk
Planning mitigation strategies, meet its emergency management objectives

and good risk and emergency management planning practice,
through review of a sample of these activities.

1 The project included an assessmen
procedures for managing and evaluating the emergency
plans of other levels of government in BC.

1 The project did not review the adequacy of the emergency
plans or planning process of other levels of government in
BC.

4. Testing of Whet her the BC Government' s procedur
Emergency its’ emergency plans support effecti
Plans response to events.

i The project reviewed, where possible, emergency exercises

that included participation of other levels of government and
stakeholders, and the procedures for reviewing results and

Il ncorporating “lessons | earned” i
future planning.

14 ~ Report on Emergency Management Preparedness and Response



5. Training of Whether the programs and processes to train BC Government

Provincial emergency management personnel support emergency
Emergency management roles, responsibilities and operations.
Management

Personnel

Emergency Management Standards

The US-based National Fire Protection Association is an
international non-profit organization whose mission is to reduce the
worldwide burden of fire and other hazards on the quality of life by
providing and advocating consensus codes and standards,
research, training, and education. It has developed NFPA1600, a
comprehensive principles-based set of emergency preparedness
and management standards, the principles of which have been
adopted internationally by emergency management organizations.
IAAS assessed emergency management activities in the province
against these standards.

These standards are used as the basisfor PEP’' s | oc all
self-assessment Community Emergency Plan Review (CEPR).

There is no Canadian standard. A standard now under
development by the Canadian Standards Association closely
follows NFPA1600.

Approach

The project approach included three general phases:

Review of the current roles, responsibilities, and structure of
emergency management within the BC Government.

Identification of good emergency management practice and
standards through research of other jurisdictions.

Evaluation of the current state to assess the strengths and areas
for improvement in BC Government emergency management. This
phase included:

i interviews with senior and key staff at PEP and five
ministries active in emergency management;

1 interviews with emergency managers in three larger local

governments, to identify strengths, areas for improvement,
and high risk areas that require further consideration;

Report on Emergency Management Preparedness and Response ¢ 15
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1 assessment of emergency management documents
requested from PEP and the five ministries active in
emergency management, and internet-researched
documents; and

1 rating of provincial emergency management activity against
NFPA1600.

Report Structure

Section 1 of the report provides an overview of thepr ovi nce’ s
emergency management activities. It is supplemented by

Appendices 2 through 4, which address the Incident Command

System (ICS) and provide an example of how coordination works in
practice.

Sections 2 through 6 are structured to report on the five major
review objectives. In each section, subsection.

0 describes the criteria that IAAS used to evaluate emergency
management activities in the province, derived from NFPA1600.

The criteria are followed by subsections describing the I1AAS
observations at PEP (.1); in ministries (.2); and a summary of
observations and IAAS major recommendations (.3).

Appendix 1 provides a summary of the major recommendations,
together with their purpose and the reasons for them, in order of
priority as determined by IAAS in consultation with EMBC and PEP.
Appendix 2 provides EMB C’ s P & A 'd son Rlant im the same
order.
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Overview of Emergency Management in British Columbia

1.0 Background to Emergency Managementin BC

An incident (emergency) is “a presen
circumstance that is caused by accident, fire, explosion, technical
falure or by the forces of nature” and

ordination of action or special regulation of persons or property to
protect the health, safety or welfare of a person or to limit damage
to prdperty”.

BC is the most active province in Canada in terms of annual
incidents. The PEP website reports, for 2006, some 5,900
incidents. Of these, 45% were Hazardous Materials (Hazmat)
spills, 30% motor vehicle accidents, 14% search and rescue, the
balance (11%) for fire, floods, etc. The number of incidents and
percentage of incident types has been reasonably consistent over
the past four years for which comparable records are available.
Comparable statistics are not compiled nationally.

The PEP website report shows that some 90% of incident response
occurs at the local incident site or EOC level, with minimal regional
involvement by PEP. In 2006, the PECC was activated for one
transportation incident (the Queen of the North sinking) and 20
flood incidents. It must be emphasized that activation of
PREOC/PECC for responses results in a disproportionate
workload, given the nature and scope of these incidents.

PEP has developed and implemented the BC Emergency
Response System (BCERMS), an integrated response model
based on the international best practice ICS (see Appendices 2 and
3). BCERMS is the foundation for local government emergency
planning. Although not yet mandatory, PEP advises that it is used
by over 90% of local governments. PEP, in its support role,
provides the full suite of BCERMS tools necessary for local
government to fulfill their responsibilities. First Nations are
encouraged to coordinate and integrate their programs with those
of local governments.

% British Columbia Emergency Program Act, part 1- Definitions and Application, s.1(1).
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During incident response, PEP uses the expertise of a resource
pool of pre-selected, trained, and experienced provincial staff from
various ministries - Temporary Emergency Assignment
Management System (TEAMS) - to manage specific activities in a
PREOC, or in their own Ministry Operations Centre/Ministry
Regional Operations Centre, providing professional government
personnel for these centres. Individual ministries also provide
hazard-specific technical expertise, as required during incident
response, in EOCs, PREOC, or their own operations centres.

A number of different agencies and ministries support the provincial
emergency management structure in different incidents. This
includes the critical involvement of Public Affairs Bureau (PAB)
staff, whose Provincial Information Officers are TEAMS staff
overseeing emergency media communications and public safety
information.

As an example of coordination, in the case of interface forest fires -
those that encroach on residential areas - there is significant
involvement by the Ministry of Forests and Range Protection
Program as the primary response ministry, Office of the Fire
Commissioner for firefighting, Ministry of Transportation for road
maintenance, Ministry of Environment for environmental
maintenance, and the RCMP for incident policing and evacuation,
as well as PEP coordinating through its PREOC(s) and/or PECC.
Another example is the Provincial Foreign Animal Disease
Emergency Support Plan (FADES) response plan, which won the
Community of Federal Regulators 2007 award in the category

“Wor king Coll aborativel y’eenfther i ntegr
Provincial and Federal Governments. See Appendix 5 for an
outline.

Planning and operational relationships are maintained between
PEP, the relevant ministries, and the Federal Government for
emergency management activities that include a Federal
responsibility — e.g., health risks and marine oil spills.

1.1 Emergency Management Principles in BC

The underlying emergency management principle is the Incident
Command System (ICS) approach (see Appendices 3 and 4), using
BCERMS, the BC system adapted from ICS. Responsibility has
been delegated to the local government level - where most
incidents are fully managed and where appropriate prevention and
mitigation practices can be successfully designed.
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During an incident response, escalation of support occurs as
circumstances dictate - from site response (Incident Command
Post (ICP)) under the Incident Commander, to local response
support (EOC), to Regional support (PREOC), and finally to
Provincial support (PECC).

A low level PREOC activation occurs, at minimum, whenever an
EOC is activated. This achieves an operational efficiency in that
the PREOC can be ramped up easily should the EOC require
support to manage the incident effectively.

PEP supports emergency management activities in the province at
the ministry and local government levels. It supports these bodies
in their planning activities and informally ascertains on an annual
basis whether local government plans and response capability are
adequate to manage incidents. In addition, it has designed a self
assessment, CEPR, based on NFPA1600, for local governments to
measure their level of preparedness.

PEP has not interpreted its role as one of ensuring that programs
and plans are coordinated across the province. However, it does
ensure that coordination and additional resources can be brought to
bear (through PREOCs or PECC, as required) for those incident
responses where local or ministry capabilities are exceeded.

PEP's role is now being expanded to
local government coordination and integration activities.

1.2 Roles and Responsibilities

This section describes the allocation of roles and responsibilities
through the Act. It shows how the activities of various entities
contribute to overall emergency management activities within the
province.

1.2.1 The Emergency Program Act

The Act provides the legislative basis for all BC emergency
management responsibilities and activities.

The Act clearly defines the allocation of roles and responsibilities to

different levels of government in BC. The allocation adheres to the
government’'s philosophy of delegatin
government most appropriate to manage it.
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1.2.2 Emergency Management BC

EMBC is the umbrella organization within PSSG, formed in
November, 2006. It encompasses the programs already in place
within the ministry, including PEP, Office of the Fire Commissioner,
the British Columbia Coroners Service, and Business Continuity
Management Program. Each of these programs continues to have
the same mandate; EMBC is the mechanism to provide integrated
strategic opportunities for further leverage and partnership both
within this ministry, across government, and with external
stakeholder agencies.

EMBC' s mandate is implemented throug

1 PEP coordinates and supports emergency management in
all phases, from preparation through response and recovery;,

1 Office of the Fire Commissioner is the senior fire authority in
the province with respect to fire safety and prevention;

1 BC Coroners Service is responsible for the investigation of
all unnatural, sudden and unexpected, unexplained, or
unattended deaths; and

1 Business Continuity Management Program coordinates and
supports the availability of government services, programs
and operations, including all resources involved, and the
timely resumption of services in the event of a major failure,
emergency or disaster.

AfCabinet i nformati onbo

1.2.3 Provincial Emergency Program

PEP is responsible under the Act for the overall leadership and
coordination of emergency management efforts in the province. It
is also responsible for the provision of support and assistance to
ministries and local governments in their prevention, preparedness,
response and recovery activities.

PEP accomplishes its role through providing to local governments
and ministries the tools necessary to establish and maintain
emergency management programs.
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PEP Headquarters works closely with ministries to develop and
maintain their hazard-specific response plans. The six PEP
Regional offices work closely with local governments to develop
and maintain their all-hazards response plans.

1.2.4 Committees

The Ministers and Deputies Emergency Committee is an ad hoc
committee that provides high-level policy decisions, direction, and
support. It gives strategic direction for issues referred by the
Central Coordination Group.

The Central Coordination Group (CCG) is a committee of

Assistant Deputy Ministers, Executive Directors, and Directors that

evaluate the situation and assesses the Provincial Government's

involvement. It provides strategic and policy direction to the

Director of the PECC, supporting the
oversees the implementation of the BC Government

communication strategy.

CCG achieves a high level of activation during major, or province-
wide, incidents - or prior thereto, as was demonstrated during the
2007 flood season preparatory work.

The Inter-Agency Emergency Preparedness Council (IEPC) is
an advisory committee of ADMs established to provide support to
ministries in their emergency management activities and to enable
a coordinated approach to emergency management activities
across government.

The IEPC Strategic Core Group is identifying gaps in policy and
responsibilities across government, in order to develop a work plan
that addresses these issues.

1.2.5 Ministries

Ministries are responsible for provincial-level consequence and
response plans addressing specified hazards. They work with PEP
and other agencies to fulfill their responsibility to develop and
maintain these plans.

Prevention, mitigation, and recovery activities are devolved to the
ministries in the Act. In practice, these are now undertaken by local
government, with PEP support from an all-hazards perspective.
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Ministries continue to work with local governments for their specific
plan responsibilities - e.g., Ministry of Forests and Range, Forest
Protection Branch, may provide technical assistance to a local
government that wishes to mitigate its risk of forest fire by reducing
the build-up of fuel for forest fires in local areas.

Where appropriate - such as for hazmat spills, flooding, fires, etc. -
a ministry will become involved in response, working either at the
EOC/PREOC or through its own Ministry Regional Operations
Centre. A ministry may take a lead role — such as Ministry of
Agriculture and Land during the 2004 avian flu outbreak (working
with Agriculture Canada), where the ministry coordinated provincial
activities, or it may have a support role — such as Ministry of
Environment during the 2007 flood season preparatory work where
PEP led and the ministry provided its technical knowledge and
experience.

1.2.6 Local Government

Localgover nment is responsible for “fir
BC, other than for those specific hazards designated to a named

ministry. In practice, unless the province intervenes at the outset

(such as for 2007 flood preparation) or the Federal Government

leads the initial response to an avian flu outbreak — the local

government would be the first responder to a specific hazard

incident, calling on ministry and PEP resources as required.

Under the Act, a local government is responsible for having a
current, integrated local emergency plan in place and for
maintaining an emergency management organization that can be
activated as an EOC.

When response capabilities are inadequate for an incident, the
local government EOC can call upon the relevant PREOC to
provide support and the necessary resources. In turn, the PREOC
will call upon PECC for support, when required.

Incidents managed on a stand-alone basis at the local level, using

the |l ocal government’s EOC, occur wi
activation of a PREOC. More demanding incidents would be

supported by a PREOC but major, province-wide (or potentially so)

incidents would be overseen by activation of the PECC — such as

the 2003 firestorm, or the 2007 flooding season. Major localized

incidents beyond local response capacity or with provincial

implications — such as the Queen of the North sinking — would,

likewise, result in PECC activation.
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1.2.7 Other Levels of Government
Federal Government

This is the apex of the Canadian response structure. Through
Public Safety Canada, the Federal government develops national
policy, response systems, and standards — although it has not yet
adopted ICS in all its activities.

The Federal Government provides support to the extent that a

province’ s resources are incapable of
the incident, or recovering from it. A strong capability in the event

of major disruption and a strong leadership and coordination role

are clearly essential.

Ministries work with the corresponding Federal Government
agency(ies) for their hazard specific plans, as appropriate.

The Federal Government provides funding, with the provinces, for
preparedness activities through its Joint Emergency Preparedness
Program. It cooperates with other levels of government in a
National Exercise Program to test plans. It is developing a National
Disaster Mitigation Strategy with the public and private sectors.

Federal Agencies

Canadian Coast Guard and Canada Command provide regular
assistance for Search and Rescue response.

Canadian Coast Guard assumes a lead role for non-shore related
segments of marine response (e.g., oil spills).

Agriculture Canada has overall responsibility for animal disease
incidents. It has developed a management protocol with the BC
Government (FADES) to coordinate response activities.

First Nations

Activities fall within the purview of Indian and Northern Affairs
Canada, but coordination and integration with those of contiguous
local governments is normally appropriate. To encourage this, PEP
now provides grants and support in the same manner as to local
governments.

See Appendix 4 for examples of the emergency management
structures in BC, and Appendix 5 for a case study collaboration with
FADES incident response.
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Observations and Recommendations

2.0 Roles and Responsibilities
Maturity Rating: High.

Section 1.0 describes the roles and responsibilities of the primary
stakeholders in emergency management in British Columbia and
the Province of BC. In this section, we have evaluated the roles
and responsibilities against the following criteria, derived from
NFPA1600.

Criteria:

1. Definition Clear and concise definition and delineation of vision, mission, roles
and responsibilities of all relevant parties.

2. Assignment Responsibilities devolved to the government or private sector level
best able to manage incidents. Support readily available when
resources at that level cannot manage an incident effectively and
efficiently.

3. Dissemination  Full and clear dissemination of roles and responsibilities to all
stakeholders, with their clear understanding and acceptance.

4. Advisory A Senior Executive advisory committee, to provide high level
Committee guidance to EMBC, PEP, and ministries.
5. BCP A clear delineation of responsibilities between emergency

management and Business Continuity Management planning with
appropriate arrangements for coordination of similar activities.

2.1 Provincial Emergency Program and Emergency Management BC

This section reports the IAASobser vat i ons about EMBC’ s
PEP' s roles and responsi bNFPALBOO es, me
criteria in 2.0.
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Definition, 1 The roles and responsibilities in emergency management for
Assignment, and PEP, the ministries, and local government are documented
Dissemination in the Act. The delegation and distribution of roles and

responsibilities are consistent with worldwide emergency

management practice, generally accepted as sound practice,

and adhere to the government’s ph

responsibility to the level of government most appropriate to

manage and respond to incidents. The BCERMS structure

provides the necessary operational guidance and support to

a local government, or industry, as and when needed.

1 Since the Emergency Program Act was enacted in 1996,
emergency management in the province has changed and
evolved into a collaborative approach between PEP and its
stakeholders. EMBC was created in November 2006, as the
umbrella body in the Province to coordinate policy and
strategy and promote collaboration among the stakeholders.

As a result of these changes, EMBC and PEP are in the
process of recommending amendments to the Act. These
amendments are critical in ensuring clarity over the roles and
responsibilities of the stakeholders in emergency
management and we recommend that the implementation of
these amendments be a priority of Cabinet.

The reporting structure and formal relationships between
EMBC and PEP, and between the constituent branches of
EMBC, are being developed.

1 PEP reinforces the roles and responsibilities through a
variety of dissemination and training conduits including, for
example:

>  the PEP website which clearly outlines the vision and
mission for emergency management in BC;

> the roles and responsibilities contained in the Act being
adequately disseminated as public documents through
the PEP and BC Government Publications websites;

>  PEP, inits support role, providing the full suite of tools
necessary for local government, First Nations, and
ministries to undertake their roles; and

>  training in the BCERMS approach and methodology for
all response roles, developed by PEP and the Justice
Institute of BC (J1).
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Advisory
Committee

Relationship to
BCP

PEP provides the provincial leadership, support, and
coordination roles, with ministries providing necessary
technical expertise through hazard-specific response plans,
which may involve incident response leadership by a
ministry through its Ministry Operations Centre/Ministry
Regional Operations Centre, or its support to an
EOC/PREOC/PECC.

The staff interviewed in PEP, the ministries, and local
government had a good understanding of their roles and
responsibilities.

PEP Regional offices, as well as with their ministry
counterparts, work closely with local government emergency
managers.

PEP and the relevant ministries maintain planning and
operational relationships with the Federal Government for
emergency management activities that include a Federal
responsibility.

Within the BC Government, the IEPC was established to
provide senior executive support for emergency
management.

The Washington State equivalent of IEPC includes private
sector participation — as suggested in NFPA1600. This has
been partially adopted in BC with, e.g., BC Hydro
representation. Withthepr ovi nce’ s heavy
undisrupted transportation, power, and communication links
provided in incident response by organizations outside core
government this inclusion could be usefully expanded to
other entities.

During major incidents, CCG or Ministers and Deputies
Emergency Committee may be formed to provide senior
government policy guidance.

The establishment of EMBC, with the Business Continuity
Management Program and PEP both being constituent
branches, will enable a continuation of appropriate
coordination of business continuity and emergency
management activities. Business continuity is appropriately
managed separately from emergency management and
activities appear to have minimal overlap.
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2.2 Ministries

This section reports the | AAS obseryv
and responsibilities, measured against the NFPA1600 criteria in
2.0.
Definition, i As note d above, ministries’ rol es h:
Assignment, and those in the Act. Prevention, mitigation, and recovery
Dissemination activities have been devolved in practice to local

governments. However, ministries may still monitor potential

hazards and they work with local government in their

preparatory or mitigation activities. Examples of this would

be MoE’s monitoring of river | eve
dam inspection program.

This practice reflects the local government governance
structure, which places full responsibility for all-hazards
emergency management on local government, and the Act,
which places responsibility on certain ministries for specific

hazards.

1 Mi ni stries support | ocal gover nme
roles, providing the necessary technical assistance required
to i mplement and manaepmecifiche mini s

response plan - in EOCs/PREOCSs/PECC, or through their
own operations centres/regional operations centres.

Those interviewed understand their roles and
responsibilities. They work closely with PEP to develop and
maintain hazard-specific plans.

1 Hazard-specific response plans are posted on PEP &/or
ministry websites. They are readily available to all
stakeholders and interested parties, including the general

public.
Advisory 1 Ministers and Deputies Emergency Committee, CCG, and
Committee IEPC include members from ministries with hazard-specific

plans, who can contribute their technical knowledge and
experience to committee deliberations.
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BCP 1 The relationship is described in section 2.8 of the BCMP
Review report (#500158). The current discussion draft
states: “Linkages between emergen
business continuity include disaster recovery plans, common
Occupational Safety and Health Committee representatives,
building evacuation and building security committee
representatives and BCM [Business Continuity
Management] Advisors who are also responsible for
emergency management activities. In some ministries, the
MOC [Ministry Operations Centre] Director is also the
Recovery Manager which further facilitatesthe | i nkage.

2.3 Summary and Conclusion

Roles and responsibilities of various levels of government are

aligned withthegover nment ' s phil osophy and wc
emergency management practice of decentralizing full

responsibility to the most appropriate level - to local government,

where the vast majority of BC incident responses is managed, and

to certain ministries for specific hazards requiring their technical

expertise. fCabinet informationo

Roles and responsibilities are clearly disseminated and appear to
be generally followed with few unresolved issues.

PEP reports that First Nations communities are actively adopting
programs, with the same role as local governments. PEP suggests
that this has been aided in great part by the grants available to First
Nations targeted toward integrated planning with neighbouring local
governments (PEP reported that 46 participated in 2006/07 grant
programs, with 20 proposals received).

Some Protocols and Memoranda of Understanding on roles &
responsibilities have remained in draft form for an extensive period
of time, given the nature of the business and the need for clarity in
collaboration. However, practical collaboration has not been
significantly impaired —as demonstrated in, e.g., the Queen of the
North incident.

The recent reorganization of PEP and the establishment of EMBC
as the lead provincial agency have been important and major
initiatives.
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They will enable EMBC to focus on policy and major initiatives, and
PEP to focus strategically on the coordination and support of
province-wide planning, testing, and training activities and, through
PECC, major incident response.
by its senior staff having much of the provincial experience in
planning and major incident management. This represents a
noticeable weakness, in that several senior staff are scheduled to
retire in the next few years.

Recommendations:

fiCabinet i nformationbo

@ 1tis recommended that EMBC finalize and implement the
reporting structure and formal relationships with and
between the EMBC branches. Together with completion of
the strategic plans for EMBC and its constituents, this will
finalize delineation of the roles and responsibilities for the
business.

3.0 Coordination and Liaison

1. Coordination
of Planning
and Response

2. Coordination
with Others

3. Communication
Policv

4. Communication
Systems

5. Public
Awareness

Maturity Rating: High.

This section discusses our observations on coordination and liaison
of emergency related activities in the BC government. We
evaluated coordination and liaison against the following criteria,
derived from NFPA1600.

Criteria:

Policy and procedures for coordination and integration of
emergency planning and incident response, including
communications procedures between entities.

Policy and procedures that cover inter-ministry, local government,
and inter-jurisdictional coordination and integration.

Policy and procedures for internal and external communication -
before, during, and after an incident.

Systems and procedures for internal and external communications,
including pre-incident warnings.

Public awareness and education programs, monitored to enable
necessary improvements.
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3.1 Provincial Emergency Program

This section discusses our observat.i
liaison of emergency management activities, measured against the
NFPA1600 criteria in 3.0.

Observations:

1. Coordination 1 PEP coordinates through its PREOCs, or PECC, the small
of Planning number of major incident response activities beyond the
and Response capacity of local governments. This is reported as working

effectively within the BCERMS framework. Incident reports
for, e.g., the Queen of the North sinking and the lack of
headlines questioning operations in major incidents support
the assertion.

Use of PEP planning materials — the HRVA Toolkit,
BCERMS, and CEPR - enables a coordinated, consistent,
and integrated planning and response process to be
achieved by different government entities.

A provincial information system coordinating necessary
information for emergency managers is now under
development.

1 To achieve maximum effectiveness, all entities need to work
cooperatively in their planning and response activities. Such
planning and response coordination and integration is a
work-in-progress. PEP grants - directly to First Nations and
through UBCM to local governments — provide a suitable
incentive to recipients. This voluntary approach works,
provided that the incentive of grant money is assured and
communities display the desire to

effectiveness.
2. Coordination 1 BCERMS usage enables effective coordination between
with Others PEP and ministries and with local government, and is

embedded in their plans. Coordination of incident response
activities and communications is well developed within the
BCERMS framework.
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3. Communication 1
Policy

PEP reports that entities within the province work and
coordinate effectively with those of other jurisdictions,
particularly for natural hazards (e.g., for tsunami-related

actvi ties with other *“Ring of
dispatch of firefighters to Australia during its fire season in
BC's winter). | mprovement s

2006 inter-jurisdictional exercise in Washington State
guestioned the ability of entities to fully implement mutual aid
agreements during the anticipated major seismic event that
would likely heavily disrupt, if not incapacitate, many of the
Pacific Coast jurisdictions.

This implies a need for mitigation strategies to be developed
within the seismic event evaluation that PEP is now
conducting (see 4.1 #1, below).

Differences with the Federal Government arising from its, as
yet, incomplete use of ICS have not precluded effective
coordination with Federal agencies for Search and Rescue
and animal disease (FADES?®) operations, using ICS. PEP
advises that the Federal Government intends to adopt
BCERMS as its ICS model.

Media communication policies and procedures during
emergencies are adequately governed by the BC Crisis
Communications Strategy for Major Provincial Emergencies.

Coordination of communication information outlined in the
strategy does not extend to EOCs and local government —
which may communicate to the public and media
independently of PAB information officers. While US
management style and the scale of the incident differed from
routine BC incidents, such lack of coordination was shown
as a significant weakness in the hurricane Katrina response
— with local officials providing information contradictory to
that of both Federal officials and independent media
coverage.

% See Appendix 4 for commentary about this collaboration award winning plan
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Coordination of communication to the media and public is an
area where ongoing cooperation is needed, since mandated
coordination would impinge on local government
prerogatives. PAB reports that consultation is generally
successful and that it works with local government to reduce
the risk of conflicting communications.

1 PAB operations are centralized.
lacking familiarity with the local environment when assigned
to a PREOC during an incident (one ministry noted a similar
concern that its Victoria-based staff may not fully appreciate
regional issues). PAB is fully aware of this challenge and
specifically assigns information officers (as TEAMS staff) to
train and exercise within a particular Region, in order to
maintain some familiarity.

4. Communication Systems and procedures are generally well developed,
Systems primarily using regular communications networks, backed by
satellite radio and a strong amateur radio capability in many
instances.

The provincialradi o “i nteroperability
Filmon Report has not been achieved in the practical
structure desired by responders and coordinators. This
complex issue now has a high 2010 Olympics profile and
priority through IPSU sponsorship.

rec

1 There is no underlying provincial standard for notifying the
general public about potential incidents, other than tsunami —
where the warning is through public sirens and can only
provide a few minutes notice. Communication is at the
discretion of local governments, who may use commercial
radio frequencies to broadcast warnings.

i Local government and PEP Regional staff we interviewed
expressed a concern that some communities may not fully
understand and appreciate the need for emergency
preparedness, nor the severity of a situation and the need
for pre-emptive action prior to an incident occurring.

5. Public 1 The PEP website provides a good level of useful
Awareness preparedness information for the general public, including
busi ness. PEP monitors the numbe
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1 There is no standard for consistency and structure of local
government websites, with the result that easy navigation is
not a given, nor is consistent information necessarily
available. These websites have varying levels of information
and sophistication — not necessarily correlated to the size
and sophistication of the community.

A sound practice, recommended in a 2003 Australian
bushfire report, is website commonality and standardization
that would make it easy for the public to gain specific
information from any local government website. It was
recommended as being increasingly desirable, given the
large number of the public traveling during fire (and, in BC,
flood, landslide, and avalanche) season - who would then be
able to readily access emergency information en route and
at travel destinations. In this vein, PEP advises that, during
the 2003 Firestorm, its website hits were mainly for
information that can be standardized in format - such as
weather, road closures, and evacuation alerts or orders.

1 Public education programs exist. However, there is no
formal monitoring program to measure their effectiveness,
public awareness, and the public
emergency management responsibilities.

Monitoring of public and business awareness could enhance

PEP's understanding of the Iikeli
incident response because of public and business

unpreparedness or unrealistically inflated expectations. This

would enable appropriate educational and training programs

to be developed that would aid in raising public and business

awareness and understanding of emergency management

and preparedness issues, and their responsibilities.

1 A 2006 Washington State inter-jurisdictional exercise,
hurricane Katrina reviews, and recent storm experience in
BC have led to the conclusion that the general public should
be prepared for more extended periods without services
after a major earthquake than previously established as a
norm.

i There are no provincial standards for dissemination of
information about inherent risks in specific areas. Therefore,
potentially affected public may not be routinely or adequately
aware of inherent dangers such as residential development
on flood plains or in hillside areas liable to slope failure.
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3.2 Ministries

This section reports the IAAS observations about ministry
coordination and liaison activities, measured against the NFPA1600
criteria in 3.0.

Observations:

1. Coordination 1
of Planning
and Response

2. Coordination q
with Others
3. Communication 1
Policy

4. Communication q
Systems

1

1

Coordination of incident response activities and
communications between all government stakeholders is
well developed. It has worked within the BCERMS
framework, during the infrequent responses for hazard-
specific plans, such as 2004 avian flu or 2007 flood season.

BCERMS usage enables effective coordination between
ministries and with local government. It is embedded in their
plans.

Media communication policies and procedures during
emergencies are adequately governed by the BC Crisis
Communications Strategy for Major Provincial Emergencies.
This provides for communication from provincial level down
through PREOCSs to be coordinated by PAB, whether
centrally or through Provincial Information Officers located in
the field.

Systems and procedures use the full range of regular
communications networks, backed by satellite radio in many
instances.

There are no requirements for EOC and ministry
communications testing, although we understand from
interviews with ministries that their communications systems,
but not necessarily the back-up, are routinely tested during
normal periods. In addition, PREOC Operating Guidelines
requi re “regular wverification
which would include those with ministries and local
government.

As previously noted, communications systems are not yet
integrated operationally, to provide interoperability across
the province, or regions. This now has high profile and
priority with IPSU.
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5. Public 1 Ministry websites provide useful information about the
Awareness specific hazards for which they are responsible, directed at
local government and the general public, including business.
Hazard-specific plans are available on the ministry, or PEP,
websites.

3.3 Summary and Conclusion

Satisfactory coordination and working relationships have been
achieved in the incident responses requiring PREOC/PECC
activation (e.g., 2003 Firestorm, 2007 flood preparation, Queen of
the North sinking). As explained, above, the vast majority of
incident responses are managed locally and do not require
coordination beyond an EOC. However, as noted below (Section
4.1, #4) full activation of a PREOC/PECC results in a
disproportionate workload for those entities.

Coordination works effectively within the BCERMS framework.
PEP has established a successful cooperative relationship with
local governments. Local government emergency managers
reported that informal liaison between jurisdictions is strong.

BCERMS is used by almost all local governments and is a key tool
in ensuring a consistent approach to emergency management,
including coordination and liaison protocols between the PEP,
ministries, and local governments.

Communications are governed by the BC Crisis Communications
Strategy for Major Provincial Emergencies. However, the Strategy
does not extend to local government, which may act independently
of PEP. As a result, there is a risk of inconsistent communications
to the public during an event — but PAB reports that good working
relationships exist and coordination is generally satisfactory.

Concern was expressed at the local government and PEP Regional

office level that centralization of PAB operations potentially lessens

an information officer s f ami |l i arity with the | oc
assigned to a PREOC during an incident. PAB recognizes and

actively addresses this challenge, through assigning Provincial

Information Officers to specific regions for exercises and training.

Report on Emergency Management Preparedness and Response ¢ 35



Recommendations:

@

(©)

©)

®)

It is recommended that PEP and PAB work with UBCM, or
other responsible bodies, to encourage a coordinated
response to the public and media by all levels of
government, within the framework of the BC Crisis
Communications Strategy for Major Provincial
Emergencies, in order to maximize the consistency of
communications during an incident.

It is recommended that PEP consider setting provincial
guidelines for dissemination, by it and local governments,
of information about inherent risks, such as fires, floods,
and slope failure that would affect residents of a particular
area.

It is recommended that EMBC and PEP continue their
efforts, with other concerned Provincial Governments, to
resolve the ICS approach with Public Safety Canada.

If resolution is not possible, it is recommended that PEP
and the affected ministries formalize with their Federal
partners appropriate operational procedures, similar to
Search and Rescue and FADES, that will minimize the
operational risks inherent in the two different approaches
to incident command and integrated operations.

It is recommended that PEP implement formal processes to
monitor the public’s perception and awareness of
emergency management so that the information can be
used in the development of effective public education
strategies.

4.0 Emergency Management Planning

1. Planning
Process

Maturity Rating: Medium to High.

This section describes the criteria used to evaluate the emergency
management prevention, mitigation, and response planning
processes, derived from NFPA1600.

Criteria:

An ICS/ BCERMS-based planning process, resulting in a
standardized process, province-wide. The process would include
the essential elements of strategies and operations for: prevention,
mitigation, preparedness, response, and recovery.
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2. Strategic
Planning

3. HRVA,
Prevention and
Mitigation

4. Response

5. Mutual Aid

6. Review of Local
Government
Programs

Medium-term Strategic and Business Plans for EMBC and PEP,
with measurable goals and periodic monitoring. Inclusion of
emergency management activities in relevant ministry Service
Plans.

A hazard risk and vulnerability assessment process and impact
analysis to:

1 identify hazards;

1 monitor them;

1 assess the likelihood of their occurrence; and
1

assess vulnerability of people, property, the environment,
and the entity itself to the identified hazards.

Procedures to establish risk prevention and risk mitigation
strategies, where appropriate, as a result of the HRVA.

Response procedures derived from the HVRA results that include,
e.g.:

1 resource management;

1 logistics;

i finance and administration, and

1 establishment of operational facilities.

Procedures to identify:

1 the need for and establishment of mutual aid and assistance
agreements,

1 appropriate coordination and integration of plans with other
entities.

Review of local government and ministry programs by PEP - for
their continuing adequacy against BCERMS and provincial
standards, consistency, and compatibility with those of other
entities
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7. Information An information sharing capability that provides all public and private
Sharing sector emergency management personnel in BC with the ability to
access needed information about resources — inventory and
personnel, plans, reviews, lessons learned, tests, training activities,

etc.
8. Financial A financial assistance plan that meets the objectives of the Act and
Assistance the EMBCvisionofihel pi ng peoplfremt o ¢é. recove

emergencies and disasters.o

4.1  Provincial Emergency Program

This section reports the IAAS observations about PEP and EMBC
emergency management and planning activities, measured against
the NFPA1600 criteria in 4.0, together with comments about
PEP/JI-produced prevention and mitigation material relating to
general documentation for planning activities. It is important to note
that, while not reviewed, Office of the Fire Commissioner has a
major role in interface fire prevention and mitigation.

Observations:

1. Planning
Process

Use of A strong, standardized, planning process exists through use of
ICS/IBCERMS BCERMS - based on PEP-designed planning material, such as the
HRVA Toolkit, Local Authority Planning Guide (LAPG), and CEPR.

Training in the BCERMS approach and methodology is provided by
JI and other contracted trainers.

Local government is responsible for all aspects of an emergency
management program and for ensuring
other jurisdictions.

Mandatory usage of BCERMS for incident response, as
recommended in the Filmon Report, remains to be introduced, but
PEP reports over 90% usage by local government.

i PEP strategy is to develop more detailed planning
assistance and consistency in local government emergency
management through both the JI training programs and
increased access to experienced staff in PEP Regional
offices and HQ.
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1 With PEP Regional office involvement, development of
emergency management capacity in local governments has
steadily progressed — e.g., implementation of BCERMS by
almost all communities; in the lower mainland, Metro
Vancouver has established the Joint Emergency Liaison
Committee, which has several sub-committees working on
various integration and coordination initiatives.

1 Because all-hazards emergency management is a local
government responsibility, PEP does not ensure adherence
to standards, but cautions when adequate standards are not
being met, with appropriate advice to local government to
remediate deficiencies. BCERMS provides an evolutionary,
prescriptive, but principles-based, process, but not a
prescriptive response.

i PEP Regionalof f i ces reinforce | ocal gov
responsibilities in meetings and in advisories sent to them.
They provide informal feedback to local governments about
their emergency management plans and the risks run
through inaction.

Cooperation 1 PEP has established a successful cooperative emergency

and Integration management framework with local governments. PEP
funding, whether direct to First Nations ($550,000 in 2006/7)
or to local governments through UBCM 50/50 grants
($500,000 in 2006/7), has been targeted at different times
toward specifically desired activities — currently, the
integration of plans across regions. PEP requires that local
governments use BCERMS in order to qualify for the grants.

It reports that the grant program has previously achieved
great success — e.g., in raising BCERMS compliance from
80% to over 90%. PEP expects a similar level of success in
integration to that previously achieved through such targeted
grants. The funding currently targeted toward plan
integration has engaged the participation of some 46 First
Nations, in addition to many other communities.

PEP lacks a formal monitoring program that assesses the
effectiveness of its provincial grants to local governments, in
terms of measurable and tangible improvements to local
government emergency preparedness in the areas targeted
by the funding.
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1 Development of consistency and integration has also been
accomplished through close liaison between the PEP
Regional offices and the local governments.

Some Regional offices are informally reviewing local
government programs, to ensure they meet general good
practice standards. However, local governments have
divergent priorities and resources. The result is that there is
still some inconsistency in emergency management
programs and in the integration of procedures and plans
between communities. This potentially leads to operational
inconsistencies during incident response.

Seismic 1 Preparedness is based on the 1999 BC Earthquake
Response Response Plan.

PEP is now commencing evaluation of potential earthquake
scenarios as a vital precursor for development of an
appropriate response capability to a unique incident. It will
enable realistic response expectations and capabilities to be
developed and the 1999 plan to be properly updated within
the BCERMS framework. IAAS strongly supports
development of these scenarios, which will enable PEP to
address a significant emergency management gap in BC.

Relationship 1 The Act includes the ability for
and Industry to prepare plans. The Act itself does not require industry to

have plans, but industry is responsible for response plans

under several other pieces of legislation, such as the

Pipeline Act and Water Act. Local government is expected

to work with industry in its jurisdiction to ensure that

adequate plans are maintained.

2. Strategic 1 PEP is in the process of completing a strategic and business
Plan plan. 1AAS strongly supports completion of the plan, which
should have a medium to long-term focus and include
guantitative performance measures that evaluate whether
goals and objectives have been achieved. Together with
EMBC' s strategic plan, it should
the respective roles and responsibilities of the two entities.

3. HRVA, 1 The HRVA Toolkit provides appropriate guidance to local
Prevention government for the process of assessing hazards, risks, and
and vulnerabilities. The LAPG and JlI training material
Mitigation complement this by providing generic guidance about risk

prevention and mitigation.
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4. Response

Response
Development

T

Although PEP facilitates risk prevention and risk mitigation,
there are no provincial standards for these activities to guide
local governments toward an appropriate level of action.

Hazard prevention and mitigation are local government
roles, not addressed from a regional or province-wide
perspective.

The result can be considerable variation in consistency and
adequacy between communities that is not correlated to a

community’s ability to finance pr

strategies. Such inconsistency may result in incompatible

pl ans and place a communi trgy’ s
from another community’s | ack

preventative or mitigative action.

In the same vein, a lack of coordination or integration
between local government programs, and of comparisons
during the PEP Regional office annual review, may result in

a | ocal government’'s | ack of
through prevention/mitigation action or inaction of another
local government.

The LAPG and the JlI training material address the issues to
be considered in the development of a response plan. PEP
Regional offices informally review community plans.

PEP Regional offices form the backbone of the interaction
between local government and PEP — and, thus, the
province.

The strength of the relationships and the ability for the two
parties to work together in both planning and incident
management will determine the success of most incident
responses. To achieve good relationships, a degree of
stability is required in both PEP Regional offices and local
government emergency management teams.

Good working relationships were reported at the ministry
offices, at both of the PEP Regional offices, and at three
local government emergency management offices visited.
However, they will potentially become more challenging as
inevitable turnover occurs in coming years through
retirements and reassignments.
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Response 1 Resource management material in the LAPG and JI training
Management material does not address the issue of identifying and
addressing resource shortfalls other than as one of mutual
aid agreements (see #5, below).

Resources include both material and staff, shortfalls in which
may not be suitably replaceable through mutual aid
agreements — contiguous communities may be affected by
the same incident, or long distances may inhibit provision of
mutual aid.

1 The material does not address the concept of pre-
contracting for supplies necessary during an incident. Pre-
contracting may be available within a community or outside;
it should provide a stronger assurance than mutual aid that
resources are available as required.

i It is vital to emphasize that the small number of
PREOC/PECC activations results in a disproportionate
workload. We were advised that, for example, in 2004, the
North East Region and, in 2006, the South West Region,
PREOCs were each activated for about six months during
the year, responding to natural and manmade disasters, and
major Search and Rescue needs. During the 2003 firestorm
and 2007 flood preparations, PECC was active on an
ongoing basis for an extended period — in the latter without
major response requirements. As noted by one ministry
from its own experience, this raises the specter of staff
burnout if insufficient trained staff are available.

Demographics 1 Demographics are working against the program. Without a
province-wide human resources strategy for recruitment and
retention of staff and volunteers - in particular the technical
staff needed by ministries - both management and operation
of the program will become increasingly difficult.

The problem may grow as increasing numbers of staff retire
in coming years and as others leave for different employers
in what is already seen as a competitive market.

A large number of senior (particularly technical) staff is
reportedly able to retire in the next few years. Given the
lead time necessary to train people, notably where incident
frequency is low (e.g., Ministry of Environment — dam
failure), or variability high (e.g., Ministry of
Environment/Ministry of Transport — avalanche, flooding),
the criticality of the issue could arrive very soon.
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Premises  { In recent years, PEP Regional offices in Kamloops, Prince
George, and Surrey have been upgraded - the latter
seismically.

A June 2000 report raised concerns that the PEP/PECC
Victoria headquarters is not adequately seismic resistant.
Action remains to be taken to upgrade the premises.

Additionally, because it is not co-located with the alternative
Cabinet and CCG sites, nor to provincial IT back-up server
sites, PEP/PECC may not have ready access to people and
systems essential to operational functions in the event of
communications disruptions.

A further consideration is that, for 2007 flood preparation
activity, personnel had to be located in both PEP and rented
premises, because the PEP premises lacked space for such
staffing levels. This could be potentially significant in the
event of a large scale incident (see, also, pre-contracting -
under Resource Management, above).

5. Mutual Aid 1 The LAPG and Jl training material provide guidance on the
topic of mutual aid, but not on implementation. Mutual aid
agreements have not been made mandatory, as suggested
in the Filmon Report. Therefore, implementation is
dependent on a | ocal government' s
which may cause inefficiencies during incident response.

1 PEP Regional Managers work with their local government
contacts to instill the need for coordination and integration of
plans, including mutual aid agreements, in order to achieve
maximum effectiveness and efficiency.

Acceptance of the principle has been achieved across many
areas of the province. In the Lower Mainland, Metro
Vancouver has established the Joint Emergency Liaison
Committee (JELC), which has several sub-committees
working on various integration and coordination initiatives.

i As noted, above (3.1, #2), there is a logical concern about
the ability of proximate jurisdictions to support mutual aid
agreements in the event of a major seismic event affecting,
as can be anticipated, a wide geographic area.
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6. Review of 1 PEP does not yet formally review local government and

Local ministry programs and plans, to ensure adherence to its
Government standards. PEP Regional Managers informally review local
Programs government plans, supporting the on-line CEPR, designed

by PEP to follow NFPA1600 standards.

PEP is developing a formal plan review process that should
improve PEP Regional of f i ¢ e s ' highlight deficienciest o
in local government plans and recommend appropriate
upgrading.

The formal plan review process should be introduced soon.
It will enable a consistent approach to PEP Regional office
review, province-wide. Expansion of the plan review to

encompass review of a |l ocal gover
would resolve consistency and coverage observations raised
elsewhere.

When the formal review is introduced, the feed of information
to PEP will enable it to better identify and address
weaknesses. PEP Regional Managers report that the quality
of programs varies across local government, with a
correlation to the commitment received from both
administration and Council.

1 During reviews of local government plans, PEP Regional
offices do not monitor the consistency and compatibility of
proxi mate jurisdictions’ pl ans, n
ministry hazard-specific plans.

Although growing, there is still only a moderate degree of
plan coordination, consistency, and integration between
communities - and with ministries. Operationally, incidents
have been successfully managed, but the coordination
should be encouraged.

1 There is currently no formal feedback loop to upgrade plans
as a result of any review. Inclusion of a feedback loop to
local governments would aid in improving both the programs
themselves and coordination/integration.

i PEP is developing a “best practic
following PAB approval. This should enable local
governments to learn in more detail about the practices to
which they should aspire.
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7. Information
Sharing

T

Although outside review scope, it is noted that there is no
national review program, sharing lessons learned from major
incidents so that all entities across Canada can incorporate
them into their plans.

Local governments, ministries, PEP, and industry maintain
their own databases of what they consider appropriate
information.

There is no formal process to share information between
emergency management personnel, other than the current
database of TEAMS members and other emergency
personnel.

The Filmon Report recommended an inventory of certified
forest firefighters and of firefighting equipment. This is
logically extrapolated to inventories of all emergency
management equipment and personnel. It could encompass
the concept of pre-contracting for the supply of critical
resources during an emergency, an approach that the
province has not developed. The information system now
under development can also enable formal provincial
coordination of resources and availability, personnel and
material, beyond the TEAMS availability that is already in a
provincial database.

The development of formal province-wide information
sharing is integral to a more formal approach to PEP
monitoring and oversight, and local government response.
The BC Government Emergency Management Information
System project, now underway and led by EMBC, has as its

first objective “establish a
management information systems and infrastructure
services.” Thi s shoul dssgyrinfokmatohre t

sharing capability.

A provincial information system is considered appropriate, in
order to properly oversee and coordinate the program and
enhance PECC/PREOC ability to support incident response.
There are significant personal privacy and Freedom of
Information and Protection of Privacy Act legal issues to
address, relating to the information that could be stored, but
such a comprehensive database of information could provide
more efficient and effective sharing of necessary information,
sometimes critical to incident response.
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8. Financial i The Compensation and Disaster Financial Assistance
Assistance Regulation establishes the Disaster Financial Assistance
Program. Assistance under the Program is available to both
individuals and local governments.

1 The Regulation concisely describes the conditions under
which payments must be made, or may be made. The 80%
payment rate under the latter condition properly incents
alternative risk transfer behavior, where possible - such as
private insurance, or prevention activities.

1 The PEP website advises which recent incidents may qualify
for Disaster Financial Assistance and provides general
information, together with application forms.

4.2 Ministries

This section reports the IAAS observations about ministry
emergency management prevention, mitigation, and planning
activities, measured against the NFPA1600 criteria in 4.0.

Observations:

1. Planning 1 PEP works with ministries - and Federal government
Process agencies, as appropriate - to develop hazard-specific
response plans, using BCERMS. These plans relate to the
response phase for hazards requir
expertise.

1 These hazard-specific response plans are implemented with
local government involvement to the degree appropriate for
the incident severity.

2. Strategic i Emergency management programs are referenced to
Plan different levels of detail in ministry Service Plans.

3. HRVA, 1 Revisions to ministry plans are undertaken in conjunction
Prevention, with PEP, using an HRVA approach where risks and
and vulnerabilities are re-evaluated and incorporated into
Mitigation updated plans.
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4. Response

5. Mutual Aid

6. Review of
Local
Government
Programs

7. Information
Sharing

1 Prevention, mitigation, and recovery are now a local
government responsibility, to be incorporated for specific
hazards within their overall programs. However, ministries
still undertake a monitoring role (e.g., fire, flood, dam safety)
and ministries continue to work with local government where
requested to provide technical expertise, such as for local
government forest fire fuel reduction strategies.

1 Ministry response personnel — whether or not TEAMS — work
with local government EOCs, PREOCS, PECC, and other
jurisdictions, as appropriate, to provide the technical support
necessary to a hazard-specific incident response using
ministry response plans. The ministry will take the lead in a
response, or support others, as detailed in the particular
ministry response plan and the incident circumstances.

1 Inter-jurisdictional mutual aid agreements are pursued where
appropriate — e.g., for sharing forest fire fighters with
Australia in eaedasacammuntry’s

While generally sustainable in smaller incidents, such as
localized forest fires that do not fully tax the parties, the
seismic response has not been tested. As previously noted,
a 2006 inter-jurisdictional exercise in Washington State
guestioned whether mutual aid would be feasible if all Pacific
Coast jurisdictions were affected.

1 Ministries do not review local government plans to ensure
consistency with their own Hazard-specific plans.

1 Operationally, incidents have been successfully managed,
but local government plan review for consistency and
coordination should be encouraged.

i Ministries maintain their own databases of what they
consider appropriate information. As noted, (4.1, #7, above),
there is no provincial database that shares this information
with all potential users.
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4.3 Summary and Conclusion

A strong, common, and standardized planning process exists
through use of BCERMS — incorporating PEP designed planning
material, such as the HRVA Toolkit, LAPG, and CEPR, with training
in the process available through JI and other contracted trainers.
PEP funds annual 50/50 grants for this - through UBCM or directly -
and reports that these incent its desired planning, testing, and
training activities very effectively. Although the BCERMS structure
is not yet mandatory, PEP reports usage over 90% across the
province.

The 50/50 grants program, arising from the Filmon Report, was due
to expire after the 2007/08 fiscal year. It has enabled PEP to:

1 strengthen its relationships with both UBCM and local
government;

1 gain strategic "actcleasts UBCN htea s' t g ai
with local government;

1 have consistent province-wide funding objectives, and

T avoid having to deal with a large number of entities for the
same purpose, by working with UBCM to develop the
program.

Mitigation and recovery are managed by local governments and
outside the scope of this review. PEP and JI provide training and
explanatory material as guidance.

PEP Regional offices and ministries will work with local
governments to review their mitigation and recovery strategies.

The PEP/PECC premises were not seismically upgraded following
a 2000 report and are not contiguous to other resources that may
not be in reliable communication during a major seismic event. In
recent years, PEP Regional offices in Surrey, Kamloops, and
Prince George have been upgraded. The opportunity now exists to
upgrade the PEP/PECC Victoria headquarters - in this case for
seismic resistance, potentially providing adequate space for
management of major incidents - such as 2007 flood preparation -
and emergency communication capability with other government
back-up sites.
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Recommendations:

® It is recommended that EMBC and PEP develop and
Implement plans to have access to an appropriately
seismic resistant headquarters for PEP, suitably sized for
major incident preparation and response. The location
should consider, e.g., Cabinet requirements, the CCG back-
up site, and communication and information system
requirements during an emergency.

™ 1tis recommended that EMBC and PEP continue the
funding for local government emergency management
initiatives through UBCM with a multi-year approach. This
would enable a consistent funding methodology for
planning needs. This approach forms one of the key
strategies for working cooperatively with local
governments and First Nations to achieve provincial
emergency management objectives.

It is recommended that EMBC and PEP formalize the
monitoring and measurement of the effectiveness of
funding.

® It is recommended that PEP finalize and implement the
formal review processes for local government programs by
PEP Regional offices. This provides an effective feedback
mechanism to local governments on the status of their
programs, as well as providing information to make
decisions about funding through UBCM for future priorities
and strategies. It is recommended that PEP invite INAC
and First Nations Emergency Services Society to include
their programs in the review process.

©® PEP should continue to promote the use of BC Emergency
Response Management System (BCERMS), to enhance the
common operating standard throughout the province. PEP
should also encourage the adoption of general standards,
such as NFPA 1600, to complement the activities covered
by BCERMS, and, thus, promote consistent emergency
management.

10 1t is recommended that PEP and EMBC, with PSA and the
ministries, and local government as appropriate, develop
and implement strategies for recruitment and retention of
emergency management personnel for the BC Government
- in particular, the technical staff needed by ministries.
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5.0 Testing (Exercising)
Maturity Rating: Medium.

This section describes the criteria used in our review to evaluate
the testing of emergency management response plans, derived
from NFPA1600.

Criteria:
1. Regular Formal procedures for review and regular testing of plans in all
Testing aspects from table-top to full activation, as appropriate, with
monitoring of activities.
2 Inclusion of Formal procedures to conduct cross-jurisdictional tests and tests in
Stakeholders conjunction with industry and other stakeholders.
3. Monitoring Formal monitoring of testing activities.
and
Evaluating Formal evaluation of all testing activities, to identify, assess,
Tests disseminate province-wide, and implement the lessons learned.

Formal retesting requirements to ensure that lessons learned have
been appropriately implemented in plans.

5.1 Provincial Emergency Program

This section reports the IAAS observations about PEP plan testing
activities, measured against the NFPA1600 criteria in 5.0.

Observations:

1. Regular 1 The CEPR self-assessment contains questions to determine
Testing the extent of | ocoadli cg’ o vpel rannmetnets t“i pn
required by the Act.

Tests are scheduled by local governments, but with varying
regularity and different levels of plan activation and integration with
other local governments or ministries.

PEP Regional officers provide direction in their routine contact with
local government emergency managers and in informally reviewing
tests as part of their annual plan reviews. As previously noted, a
formal plan review process is being developed.
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2. Inclusion of 1 PEP informed IAAS that emergency managers routinely
Stakeholders invite all stakeholders to participate in tests. However, there
IS no structure to ensure that plan tests include all
stakeholders, industry, and other jurisdictions.

PEP Regional officers maintain an awareness of local
government test plans and may influence their scope.

1 The Filmon Report recommended interagency training
efforts simulating large-scale incidents. While recognizing
that the issue is complex and requires considerable logistical
planning, we note that there is no province-wide testing of
emergency plans, to ensure coordination.

1 PEP reports that it is regularly invited to participate in
national and international exercises. The 2006 Washington
State Blue Cascades lll exercise, simulating a major
earthquake in the Seattle area, exemplifies the test
coordination practices in the region; several BC entities
participated. IAAS reviewed the exercise report, but no BC
follow-up document and action plan was provided.

1 The Federal Government has a National Exercise Program,
in which government, first responders and military officials
work together in exercises that simulate emergency
scenarios such as natural disasters, health threats and
terrorist attacks.

3. Monitoring 1 There is, currently, no formal monitoring of testing activities.
and
Evaluating This is an area where improvement should occur as a result
Tests of implementation of the annual plan review being developed

(see 4.1, #6, above).

1 There is, currently, no comprehensive formal evaluation of
tests.

The Post Operation Review Process, to be introduced will,
IAAS understands, include review of tests with the
necessary feedback loop for lessons learned and retesting.

I n conjunction with the planned
#6) and PEP's ability to send adyv
stakeholders, the review process should enable proper

dissemination of lessons learned in tests.
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This will be satisfactory when the planned activities have
been implemented, including the lessons learned feedback
loop for plan upgrades and retesting after upgrade
implementation.

5.2 Ministries

This section reports the IAAS observations about ministry plan
testing activities, measured against the NFPA1600 criteria in 5.0.

Observations:

There are no formal requirements for testing of ministry plans.

5.3 Summary and Conclusion

Considerable testing occurs in the province through exercising of
local government plans. For ministries such as Environment and
Transportation, the frequency of incidents minimizes the necessity
for a testing program.

The Act requires tests of local governmentplanson a “p'eri odi c”
basis but PEP has not prescribed standards. This is deliberate, so

that testing can be tailored to specific needs. PEP Regional offices

work informally with local governments on their testing programs.

The frequency of testing should reflect the nature of plans. Seismic

and FADES warrant annual review, given the irregularity of

response experience, while fire, flood, search & rescue, and road

accidents receive more regular activation and, thus, the opportunity

to learn and improve plans.

The process being implemented for a formal annual review by PEP

Regi onal Of fices will address any we
without necessarily requiring a strict annual testing regime that may
not be requi r e duUntilthe farindl review prageamis e s .
introduced, the frequency and standard of testing, and integration

with proximate jurisdictions, will vary across the province and
follow-through on lessons learned will not be automatic.

* Local Authority Emergency Management Regulation, Section 2(3)a
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Recommendations:

11 It is recommended that PEP finalize and implement its
formal process for monitoring and evaluating testing and
its effectiveness throughout the province. This can be
incorporated into the planned Post Operational Review
Process. Elements of this process would include, e.g.:

| monitoring the consistency and interconnectivity of
local testing to ensure that plans and activation are
consistent and integrated, that they comply with the
Act, and are tested,;

. reviewing relationships and effectiveness with other
government plans (Federal, Provincial, US, and State
Governments);

. evaluating test results and implementing lessons
learned, with subsequent testing of modified plans;
and

. integrating the lessons learned with formal training
plans.

6.0 Training of Emergency Management Personnel

1. Strategy

2. Program

3. Lessons
Learned
Monitored

Maturity Rating: Medium.

This section describes the criteria used in our review to evaluate
training of emergency management personnel, derived from
NFPA1600.

Criteria:

A province-wide human resources strategy to train emergency
management personnel required for PEP, ministry, and local
government activities.

A formal training program to enable emergency management
personnel to obtain the necessary tools for their roles, using
BCERMS.

Ongoing monitoring of lessons learned in incidents and tests, in BC
and elsewhere, upgrading curricula where appropriate.
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4. Scheduling

5. Monitoring

6. Effectiveness

Formal training schedules to ensure that emergency management
personnel can obtain the training required for their roles - and
prospective roles, where known.

Monitoring of training to ensure that emergency management
personnel receive the training required for their roles - and
prospective roles, where known.

Monitoring of incident and test reports to determine the
effectiveness of training.

6.1 Provincial Emergency Program

1. Strategy

2. Program

This section reports the IAAS observations about PEP training
activities for emergency management personnel, measured against
the NFPA1600 criteria in 6.0.

Observations:

There is no formal province-wide training strategy. Individual
organizations, such as PEP, ministries, and local governments
develop their own strategies.

The demographic forces at work will result in many retirements in
coming years, particularly of technical personnel in ministries and at
PEP who cannot be readily replaced.

Without a formal province-wide strategy for the training of
emergency management personnel and volunteers — in particular,
the technical staff needed by ministries — both management and
operation of the program will become increasingly difficult.

A strategy is needed, to be linked to the human resources strategy
recommended (Recommendation #11, above), for recruitment and
retention of emergency management personnel.

A comprehensive syllabus of formal training programs has been
developed by PEP and JI.

Training delivered by Jl is funded through an annual grant from
PEP ($900,000 in 2006/7). Other trainers have been contracted,
where qualified; they charge tuition fees.

Non-mandatory guidelines for the appropriate level of training for all
emergency management personnel have been developed for local
government use. Training of personnel to necessary levels for
response activities is not mandatory, nor is it formally monitored.
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3. Lessons
Learned
Monitored

4. Scheduling

5. Monitoring

6. Effectiveness

Training guidelines are developed by each ministry for its
personnel. Their generic training needs are similar to those of local
government.

PEP advises that Royal Roads, JI, and De Vry are providing or
introducing higher level training programs — Royal Roads a Masters
program and Jl a degree program. This raises the issue of
consistency with PEP/JI Provincial training curricula, since the
institutions are catering to a national audience.

1 PEP and JI review incident and test reports.

There is no formal feedback loop from exercises/incidents to
ensure that revealed deficiencies are addressed by future training
courses.

Feedback loops will be addressed in the Post Operation Review
Process under development, which will be implemented to include
tests as well as incidents.

1 JI runs a formal schedule of training programs each year, for
PEP and local government, and for individual ministries.

Formal training schedules are published by PEP and ministries.
PEP Regional offices work informally with local government to
determine training needs.

i There is no provincial training database that identifies
training completed and addresses the training gaps and
needs of local government and ministry personnel.

Such a database would provide for full coordination of
training activities.

1 The effectiveness of training in tests and incident response
is monitored informally by local government emergency
managers, not by PEP.

There is no provincial database to identify training
effectiveness issues and provide the information on which to
make decisions about remediation and upgrading of
programs.

There is no provincial assessment of whether there are
sufficient numbers of trained individuals to provide adequate
incident response capacity.
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1 The ability of staff to function effectively in an operations
centre environment after training is not formally monitored.

6.2  Ministries
This section reports the IAAS observations about ministry training
activities for emergency management personnel, measured against
the NFPA1600 criteria in 6.0.
Observations:

Comments in 6.1 apply.

For Criterion #5, ministry training was updated during 2007 at the
Deputy Minister level; PEP considers that it is now appropriate to
update the training of other senior staff.

6.3 Summary and Conclusion

Training is available through a comprehensive set of programs
designed by PEP and JI. PEP funds an annual training grant to JI;
training is delivered through JI and other qualified providers.

The lack of a formal province-wide training monitoring program
precludes a training strategy and program being fully implemented
to ensure that all training needs are identified and training is
provided to the required level.

There is no provincial database to monitor training effectiveness,
support curriculum remediation, and upgrade decisions.

While lessons learned are monitored and used informally at the
local government level, a provincial database would enable these to
be published province-wide and used, as appropriate, by all
emergency managers. This issue can be resolved when the Post
Operational Review Process is implemented.
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Recommendations:

12) 1t is recommended that PEP and EMBC, with PSA and the
ministries, develop and implement strategies for the
training of ministry and local government emergency
management personnel, in particular, the technical staff
needed by ministries.

13 1t is recommended that PEP implement a formal process for
monitoring and evaluating training needs and requirements
for PEP, ministry, and local government personnel.
Elements of this process would include, e.g.:

. development of a provincial database to identify
gaps and training needs for key emergency
management personnel in ministries,
EOC/PREOC/PECC, and first responder positions;

. evaluation of training status and needs as part of the
PEP Regional office process to review local
government plans.
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APPENDIX 1: Summary of Recommendations in Priority Order

Priority | Rec.

# #

Recommendation

1 2

EMBC should finalize and implement the reporting structure and formal
relationships with and between the EMBC branches. Together with completion of
the strategic plans for EMBC and its constituents, this will finalize delineation of the
roles and responsibilities for the business.

PEP should finalize and implement the formal review processes for local
government programs by PEP Regional Offices. This provides an effective
feedback mechanism to local governments on the status of their programs, as well
as providing information to make decisions about funding through UBCM for future
priorities and strategies.

That PEP invite INAC and First Nations Emergency Services Society (FNESS) to
include their programs in the review process.

PEP and EMBC, with Public Service Agency (PSA) and the ministries, and local
government as appropriate, should develop and implement strategies for
recruitment and retention of EM personnel for the BC Government - in particular,
the technical staff needed by ministries.

PEP should implement a more formal process for monitoring and evaluating training
needs and requirements for PEP, ministry, and local government personnel.
Elements of this process would include, e.g.:

9 development of a Provincial database to identify gaps and training needs for
key EM personnel in ministries, EOC/Provincial Regional Emergency
Operations Centre (PREOC)/PECC, and first responder positions; and

9 evaluation of training status and needs as part of the PEP Regional Office
process to review local government plans.

PEP and EMBC, with PSA and the ministries, should develop and implement
strategies for the training of ministry and local government EM personnel, in
particular, the technical staff needed by ministries.

PEP should finalize and implement its formal process for monitoring and evaluating
testing and its effectiveness throughout the province. This can be incorporated into
the planned Post Operational Review Process. Elements of this process would
include, e.g.:

1 monitoring the consistency and interconnectivity of local testing to ensure that
plans and activation are consistent and integrated, that they comply with the
Act, and are tested;

9 reviewing relationships and effectiveness with other government plans
(Federal, Provincial, and United States governments);

9 evaluating test results and implementing lessons learned, with subsequent
testing of modified plans; and

9 integrating the lessons learned with formal training plans.
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EMBC and PEP should continue the funding for local government EM initiatives
through UBCM with a multi-year approach. This would enable a consistent funding
methodology for planning needs. This approach forms one of the key strategies for
working cooperatively with local governments and First Nations to achieve
provincial EM objectives.

That EMBC and PEP formalize the monitoring and measurement of the
effectiveness of funding.

10

PEP should continue to promote the use of BCERMS, to enhance the common
operating standard throughout the province. PEP should also encourage the
adoption of general standards, such as NFPA 1600, to complement the activities
covered by BCERMS, and, thus, promote consistent EM.

PEP should implement formal processesto monitor t he publ i c
awareness of EM so that the information can be used in the development of
effective public education strategies.

S

10

EMBC and PEP should pursue their plans to have access to an appropriately
seismic resistant headquarters for PEP, suitably sized for major incident preparation
and response, considering, i.e., Cabinet requirements, the Central Coordination
Group (CCG) back-up site, and communication and information system
requirements during an emergency.

11

PEP and Public Affairs Bureau (PAB) should work with Union of BC Municipalities
(UBCM), or other responsible bodies, to ensure a coordinated response to the
public and media by all levels of government, within the framework of the BC Crisis
Communications Strategy for Major Provincial Emergencies, in order to maximize
the consistency of communications during an incident.

12

EMBC and PEP should continue their efforts, with other concerned Provincial
Governments, to resolve the Incident Command System (ICS) approach with Public
Safety Canada (PSC).

If resolution is not possible, that PEP and the affected ministries formalize with their
Federal partners appropriate operational procedures, similar to Search & Rescue
(S&R) and Foreign Animal Disease Emergency Support Plan (FADES) that will
minimize the operational risks inherent in the two different approaches to incident
command and integrated operations.

fiCabinet informationbo

13

PEP should consider setting provincial guidelines for dissemination, by it and local
governments, of information about inherent risks, such as fires, floods, and slope
failure that would affect residents of a particular area.
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APPENDIX 2 -MANAGEMENT ACTION PLAN IN PRIORITY ORDER

Recommendations

Management Comments to be Included in
Report

(Action Planned or Taken)

Assigned To

Target
Date

EMBC should finalize and implement the reporting
structure and formal relationships with and
between the EMBC branches. Together with
completion of the strategic plans for EMBC and its
constituents, this will finalize delineation of the
roles and responsibilities for the business.

Each organization to have a strategic plan in place. PEP to
continue participating on the EMBC Corporate Planning
Committee tasked with developing an EMBC strategic plan
by mid 2008. Business Plan integration to occur in the
spring, with appropriate internal and external messaging
also put forth.

EMBC, PEP, BCP,
Office of the Fire
Commissioner
(OFC), BC
Coroners Service
(BCCS).

July 2008

PEP should finalize and implement the formal
review processes for local government programs
by PEP Regional Offices. This provides an
effective feedback mechanism to local
governments on the status of their programs, as
well as providing information to make decisions
about funding through UBCM for future priorities
and strategies.

That PEP invite INAC and First Nations
Emergency Services Society (FNESS) to include
their programs in the review process.

Regional Offices will use the Community Emergency
Preparedness Review (CEPR) toolkit or utilize the
Community Profiles completed during spring freshet 2007 to
create appropriate templates to evaluate the status of local
government preparedness.

PEP Regional Offices will conduct reviews and maintain
information on the status of preparedness of each local
government and report this status on an annual basis to
PEP HQ. Regional office staff to participate in local
government training in completion of the CEPR.

PEP to work with PAB to finalize the current draft copy of
the Community Emergency Management Guidelines and to
develop a communications strategy for its release.

See #8 regarding First Nations.

The formal review process for PEP Regional Offices has
been approved and will be implemented once a review
template has been finalized.

PEP, local
government, and
First Nations.

March
2009
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Management Comments to be Included in

. . Tar
Recommendations Report Assigned To Sa?gt
(Action Planned or Taken)
11. pPEP and EMBC, with Public Service Agency PEP to work with IEPC to develop and implement strategies | PEP, ministries, March
local government, | 2009
and First Nations.

(PSA) and the ministries, and local government
as appropriate, should develop and implement
strategies for recruitment and retention of EM
personnel for the BC Government - in particular,
the technical staff needed by ministries.

for recruitment and retention of EM personnel within
provincial ministries and to augment the Temporary
Emergency Assignment Management System (TEAMS)
members currently assisting PEP during emergency
response. |IEPC will also consult with PSA.

BCERMS training workgroup to identify current levels of EM
training and develop methodology for BCERMS training
across all of government.

IEPC workgroup to establish linkages with BC universities to
encourage and support the development of academic
course and program offerings to students and to highlight
the career opportunities available to graduates of EM
programs.

PEP to work on succession planning by instituting job
shadowing (cross-training) and mentorship programs and by
encouraging staff career development through internal
temporary assignments.

We are looking at peer-to-peer mentoring between local
government emergency programs such as was the case
between Nanaimo and Fraser Fort George Regional District
during freshet. This was a success. However, the EM
duties within local government are not always resourced as
full time positions. Some duties are filled by volunteers.
Others are filled by staff with primary responsibility in other
areas (Bylaw Officer, etc.). Therefore,
coordination/cooperation with local government regarding
staffing of local government Emergency Operations Centres
(EOCs) will probably not be the ideal solution. As well,
emphasis at the local government level is direct support to
site through the establishment of EOCs whereas PEP
provides support to the EOCs — that is, one step removed.

e A1




Management Comments to be Included in

. , Target
Recommendations Report Assigned To Dagt]e
(Action Planned or Taken)
14. pEP should implement a more formal process for | BCERMS training workgroup to develop evaluation tools PEP, ministries, March
monitoring and evaluating training needs and and protocols to ensure consistent delivery of BCERMS local government, 2009
requirements for PEP, ministry, and local training materials, and recognizing of training across and First Nations.
government personnel. Elements of this process providers. To be coordinated through the IEPC.
would include, e.g.: PEP training specialist to work with local governments to
9 development of a Provincial database to determine training requirements.
identify gaps and training needs for key EM PEP training specialist to develop and maintain training
personnel in ministries, EOC/Provincial records for PEP staff and TEAMS members as well as a
Regional Emergency Operations Centre calendar over EM training opportunities across the province.
(PREOC)/PECC, and first responder o _
positions; and Training records are to be kept on EMIS, with cross
. . government EM access and applicability. PEP Regional

' evaluation of training status and needs as Offices will evaluate local government response capacity as
part of the PEP Regional Office process to part of the annual plan review.
review local government plans.

13. PEP and EMBC, with PSA and the ministries, BCERMS training workgroup to develop a training plan for PEP, ministries, March
should develop and implement strategies for the EM personnel. local government, 2009

training of ministry and local government EM
personnel, in particular, the technical staff needed
by ministries.

PEP training specialist to develop and maintain training
records for PEP staff and TEAMS members as well as a

calendar over EM training opportunities across the province.

Training needs to be expanded to include EM training
across government.

PEP exercise specialist to maintain exercise records
including exercise type, participation, time and duration.

PEP, through EMBC, to ensure the EMIS technology
captures exercise progress and outcomes and resource list
over trained provincial EM personnel.

and First Nations.
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Management Comments to be Included in

: , Target
Recommendations Report Assigned To Dagt]e
(Action Planned or Taken)
12. pEP should finalize and implement its formal PEP Exercise Specialist to develop a comprehensive Ministries, local March
process for monitoring and evaluating testing and | exercise plan with exercises designed to test provincial government, and 2009

its effectiveness throughout the province. This
can be incorporated into the planned Post
Operational Review Process. Elements of this
process would include, e.g.:

T

monitoring the consistency and
interconnectivity of local testing to ensure
that plans and activation are consistent and
integrated, that they comply with the Act, and
are tested,;

reviewing relationships and effectiveness
with other government plans (Federal,
Provincial, and United States governments);
evaluating test results and implementing
lessons learned, with subsequent testing of
modified plans; and

integrating the lessons learned with formal
training plans.

government response guidelines, local government
response capacity, and integrated concept of operations.
Exercises to be designed in formats and to be held at times
that are in step with the response planning process to
ensure testing is complete and the process is iterative.

PEP staff to complete the post operative review for the
spring freshet 2007 with lessons learned and best practices
to be incorporated in internal guidelines. Executive
summary and high level portion of the post operative review
report to be published on the web.

BCERMS Committee to analyze post op review material and
to incorporate lessons learned, recommendations, and best
practices into BCERMS revisions.

Major exercises, and associated lessons learned, are to be
tracked using Emergency Management Information System
(EMIS).

First Nations.
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Management Comments to be Included in

. , Target
Recommendations Report Assigned To Dagt]e
(Action Planned or Taken)
8. EMBC and PEP should continue the funding for Assign a PEP staff member to liaise with INAC and First MBC, PEP, local May 2009
local government EM initiatives through UBCM Nations organizations and to develop a strong working government, First
with a multi-year approach. This would enable a group with participation from PEP and appropriate external Nations.
consistent funding methodology for planning stakeholders including UBCM. This workgroup will be
needs. This approach forms one of the key tasked with developing a First Nations EM strategy including
strategies for working cooperatively with local funding methodology for planning needs, revisions to the
governments and First Nations to achieve current PEP/INAC Memorandum of Understanding, and an
provincial EM objectives. EM training plan.
That EMBC and PEP formalize the monitoring PEP will continue its strong relationship with UBCM, and
and measurement of the effectiveness of funding. | work with EMBC to promote continued funding for local
government a continuation of the model currently in place.
PEP will incorporate performance based measures and
performance criteria in all future funding for local
government and First Nations to ensure appropriate
monitoring.
10.  pEP should continue to promote the use of Develop and implement planned adoption of accepted Local government March
BCERMS, to enhance the common operating standard, such as NFPA 1600, with emphasis on BCERMS | and First Nations. 2009

standard throughout the province. PEP should
also encourage the adoption of general standards,
such as NFPA 1600, to complement the activities
covered by BCERMS, and, thus, promote
consistent EM.

being the recognized EM structure.

Amend training materials to reflect this standard, in
relationship to the requirements under the Emergency
Program Act.

PEP to encourage local governments and other
stakeholders to use ICS/BCERMS for EM activities through
access to ICS/BCERMS training, workshops facilitated and
hosted by PEP staff and a closer working relationship with
all EM stakeholders during all activities.

PEP to support and assist IEPC with ensuring consistent
EM practices by provincial ministries.
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Management Comments to be Included in

: , Target
Recommendations Report Assigned To Dagt]e
(Action Planned or Taken)
8. 10. Continued Neither BCERMS nor NFPA 1600 would be mandated for
other levels of government. However, through the above
actions, local governments will find BCERMS more
convenient and cost effective to use than other in-house
systems.
Training is already in place to support it; reimbursement of
response and recovery costs will be more straightforward
due to common terminology, processes, and structures; and
collaboration with neighboring local governments during
larger events will be more easily coordinated and seamless.
We are currently using BCERMS compliancy as criteria for
funding of some local government EM projects.
9. 6. PEP should implement formal processes to PEP to implement evidenced-based model using surveys to | PEP, local September
monitor the public’ s pe|determine current public knowledge and understanding, government. 2008
EM so that the information can be used in the research to determine public education strategies proven
development of effective public education effective in other, similar jurisdictions.
strategies.
10. | 7. EMBC and PEP should pursue their plans to have | PEP and EMBC to work closely with Accommodation and PEP, Provincial May 2008

access to an appropriately seismic resistant
headquarters for PEP, suitably sized for major
incident preparation and response, considering,
i.e., Cabinet requirements, the Central
Coordination Group (CCG) back-up site, and
communication and information system
requirements during an emergency.

Real Estate Services (ARES) to locate and move PEP
headquarters to a more suitable facility, while continuing to
plan for full post-disaster building. The 2008/9 Budget
submission for the EMBC Integrated Public Safety Campus
(included the relocation of EMBC HQ staff, PEP, and OFC),
plus room for alternate location for Cabinet, Workplace
Technology Services backup facility was $25 million in
capital costs, plus $1.95 million in annual costs.

As PEP must relocate from Boleskine Road in the short
term, planning will continue for a permanent facility.

Emergency
Coordination
Centre (PECC).
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Management Comments to be Included in

Recommendations Report Assigned To TS;??
(Action Planned or Taken)

11. PEP and Public Affairs Bureau (PAB) should PEP and PAB staff to continue the collaboration established | PEP, PAB. March
work with Union of BC Municipalities (UBCM), or during spring 2007 freshet activities to ensure readiness. 2009
other responsible bodies, to ensure a coordinated | PEP to participate and help facilitate regular emergency
response to the public and media by all levels of communications workshops for stakeholder information
government, within the framework of the BC Crisis | officers and to maintain media and stakeholder relationships
Communications Strategy for Major Provincial through PAB representative within PEP.

Emergencies, in order to maximize the
consistency of communications during an incident.

12. EMBC and PEP should continue their efforts, with | EMBC/PEP and other ministry key personnel, tracked PEP, EMBC, local March
other concerned Provincial Governments, to through the Inter-agency Emergency Preparedness Council | government, First 2009
resolve the Incident Command System (ICS) (IEPC), continue to work closely with PSC and to encourage | Nations.
approach with Public Safety Canada (PSC). federal departments, including Indian and Northern Affairs
If resolution is not possible, that PEP and the g:fallzzasda (INAC), to use ICS and to train personnel in the use
affected ministries formalize with their Federal '
partners appropriate operational procedures, PEP to build on the relationship developed during spring
similar to Search & Rescue (S&R) and Foreign 2007 to ensure PSC, INAC, Department of National Defense
Animal Disease Emergency Support Plan (DND), and other federal departments are involved in
(FADES) that will minimize the operational risks integrated readiness and response activities using the BC
inherent in the two different approaches to Emergency Response Management System (BCERMS).
incident command and integrated operations. PEP to work with federal departments to sign-off concept of

operations with PSC regional office for implementation of
the National Emergency Response System (ICS based).
ACabinet informationo iCabi nremhatiind o L
Provincial October
Emergency 2008

Program (PEP),
ministries, local
government, and
First Nations.
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Management Comments to be Included in

: , Target
Recommendations Report Assigned To Dagt]e
(Action Planned or Taken)
13. PEP should consider setting provincial guidelines | PAB to develop means to further consistent dissemination of | PEP, local September
for dissemination, by it and local governments, of | information, building on the toolkit developed this year. governments. 2008

information about inherent risks, such as fires,
floods, and slope failure that would affect
residents of a particular area.

PEP to work with PAB to ensure the public website remains
current and contains toolkits for local governments to assist
them with hazard risk vulnerability assessments and
provides appropriate linkages to local government websites
providing EM information for local citizens.

PEP to ensure that all-hazard public education material is
available to citizens and provide public information toolkits to
local governments to assist them with region-specific hazard
information dissemination.
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APPENDIX 3: Incident Command System

Integrated incident management is the best practices method of emergency
management that originated in the U.S.A and is widely used on a worldwide basis
using ICS, a process adapted as BCERMS for use in BC.

ICS enables integrated communication and planning by establishing a manageable

span of control. ICS divides an emergency response into five manageable functions

essential for emergency response operations: Command, Operations, Planning,

Logistics, and Finance and Administration. Using ICS, each level of response and

each responding entity has its own ICS structure, but all are able to communicate

and work with each other’s |1 CS, since all are
Appendix 3 for schematics of operational relationships.

The underlying principle is of an Incident Commander directing operations at an ICP.

The ICP is at the site, or close thereto, and directs operations. In the event of

multiple location incidents — such as forest fires, floods, FADES, pandemic — the ICP

is, effectively, transferred to an EOC/PREOC/PECC, with the Incident Commander

at each site becoming a “division” of the ove

The Incident Commander is generally the senior on-site officer of the Primary

Responder — usually a local fire department, ambulance service, or police,

depending on the nature of the incident. Depending on the severity, dispersion, or

magni tude of the incident, the | ocal gover nme
coordinate the overall response and provide necessary resources. The Incident

Commander at the site remains responsible for managing the response at the site

through ICP.

Operations Centres coordinate response activities, providing resources for the

|l nci dent Commander . When an EOC is activated
some level of readiness commensurate with the severity or magnitude of the

incident. If the required support and resources are beyond the capacity of the EOC,

the PREOC will be fully activated and take over the coordination role.

In extreme circumstances, such as multi-Region flooding, or the 2003 forest fires,

where a provincially-c oor di nated response i s needed, PEP
activated as the response coordinator — but operational management continues to

rest with each Incident Commander at the local incident ICP.

In all incidents that require Ministry intervention or expertise -t he “key mini stry”
concept of the Act - ministry TEAMS or technical staff will work either at

EOC/PREOC/PECC or at the MOC/MROC - the latter will be activated as

demanded by the nature of the incident.
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Activation of PECC implies major incidents that may have Provincial Government
policy issues to be addressed. To accomplish this — and even in the pre-incident

planning stage for, e.g., flooding — CCG is activated as the provincial policy advisor
to PEP.

Clearly, to work well, the system requires all participants to use ICS/BCERMS. This
is generally not an issue, even across jurisdictions, since other provinces and all US
jurisdictions use ICS and joint exercises have proven its worth. However, the
Federal Government does not use ICS and, unless plans (such as FADES)
incorporate BCERMS, there can be operating inefficiencies — the different entities
involved in the response may use different organizational structures and
terminology.
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APPENDIX 4: Emergency Response Structures in British Columbia

Incident Commander at Incident Command Post (ICP)

[ ]
Logistics Finance / Admin
Section Section

For most incident responses, the ICP is supported by the EOC, as needed, supported in
turn, as needed, by the PREOC and PECC - with the same section and staff position
structure as above in each facility:

ICP
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For a specific hazard response (e.g., hazmat) the ICP is also supported by a Ministry
Regional Operations Centre, again with the same section and staff position structure as
in the ICP:

Provincial Incident Spill Response
Management : Management
(PEP) : (WLAP)
rovincial Provincial Emergancy / Ministry Operations Execufive
central Coordination Centre - PROVINCIAL - ~ Centre site
co-or§jination (in PEF HQ) . . LEVEL = - (in WLAP HQ) support
Provingial Provincial Regional T W b . Ministry Regional
Regional Emergency Operations REGIONAL . Operations Centre Regional
co-ordinatio Centre (PREOC) kY LEVEL o (in affected region) site
I R . A
Site Emergency Operations :
Support Centres :
‘ Joint Information Centre ST INCIDENT
T 7 / Lfél;l_'EEL % COMMAND POST
‘ Lizison Office e (Unified Command)
\ 5 i
D v
FIELD " Field Response
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For a multi-site incident, the direction effectively moves to the EOC, if all sites are within

the same EOC jurisdiction, or a PREOC, if in multi-jurisdictions:

ICP
directing
Site A
response

ICP
directing
Site B
response

ICP
directing
Site C

response

ICP
directing
Site Y
response

ICP
directing
Site Z
response
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APPENDIX 5: Case Study
Collaboration with FADES Incident Response

The BC Foreign Animals Disease Emergency Support Plan (FADES) won the 2007
Community of Feder al Regul ators awaryd .in the

The Plan is a joint effort of the Federal Government Canadian Food Inspection Agency
(CFIA) and the BC Ministry of Agriculture and Lands (MAL). The commentary, below,
reflects the 2005 activation of the plan to combat an avian influenza (Al) outbreak in the
Fraser Valley, with a schematic of the response organizational structure following.

Managing the Response

MAL played a direct role in managing the response, in a Joint Emergency Operations
Centre (JEOC) established with CFIA to implement a unified command response by
CFIA and MAL.

The JEOC was structured according to BCERMS principles and acted in support of the
MAL officers providing on-site direction of the incident response at any affected farm.

Policy Issues

At JEOC activation, a Central Coordinating Group (CCG) was established, composed of
Federal and Provincial senior officials.

The CCG acted in the same way as would the Provincial CCG.
Communications

PAB staff were on-site at the JEOC to prepare communications in a joint Federal-
Provincial communications unit.

An Industry Liaison at the JEOC provided communication with the industry.
Diagnostic Activities

Prior to and during FADES activation, diagnostic activities are essential to identification
of the disease being fought.

To this end, CFIA recognizes the provincial veterinary diagnostic laboratory at the
Animal Health Centre (AHC) as authorized to provide authenticated Al test results.

AHC is incorporated into the CFIA Al response network.
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Scientific Support

During the 2005 iVrediedeamta,y yarCo'mex gddrete” was est
included scientific expertise from CFIA, MAL and the private veterinary community.
This group provided “integrated scientific th

Industry Interface

As a result of the 2004 incident, the province initiated a collaborative approach with the
industry to meet the need for improved integration of data systems, including current
industry dat a. The result was an i mproved “d

The industry’ s wi l Himendgtaveas gitical throughowt the irtidentr e a |
and greatly assisted the management of the response.

Disposal

MAL provided the lead in 2004 for development of protocols for disposal options that
met the tests of being effective, legal, and safe.

Most of the protocols required approval by CFIA, MoE, MoH, BCDC, and, often, local
government.

18 protocols were developed or drafted during the previous outbreak in 2004.

74 < Report on Emergency Management Preparedness and Response



AVIAN INFLUENZA INCIDENT RESPONSE ORGANIZATIONAL STRUCTURE

——————— - Support and Resources
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APPENDIX 6: Business Continuity Management Review — Terms of Reference

INTRODUCTION

The province of British Columbia has an active and comprehensive emergency
management program. While emergency management is a general responsibility of the
Ministry of Public Safety and Solicitor General — Provincial Emergency Program (PEP),
all ministries and crown corporations share responsibility for ensuring that proper plans
and procedures are in place to support a coordinated response to emergencies or
disasters.

The legislation and regulation directing emergency management is the Emergency

Program Act and the Emergency Program Management Regulation. Under the

Regul ation, each Minister is responsible to *
procedures, the manner in which and the means by which that minister will continue to

provide essential services despite abm emergency or dis

The Risk Management Branch (RMB) of the Ministry of Finance is responsible for

business continuity planning within government and advises ministries on planning,

developing, implementing and monitoring business continuity and recovery activities.

RMB' s Senior Adviser for Business Continuity
Committee made up of representatives from ministries, government agencies and

crown corporations.

Business continuity plans ensure the availability of government services, programs, and
operations, including all resources involved, and the timely resumption of services in the
event of a major failure, emergency or disaster. Good coordination and liaison involving
inter-ministry activities and with service providers is critical to restoring business
operations during and following an interruption.

The Deputy Ministers’ Committee on Internal A
management and business continuity management as two critical activities across

government. The importance oftheBCGover nment s roles and respo
emergency management and business continuity management (BCM) have been

highlighted by a number of recent events such as Hurricane Katrina, the 2005

Christmas earthquake and tsunami in Indonesia and South—East Asia, and the growing

threat of a pandemic. Smaller scale business related events can also have significant

i mpact on gover nment ' s indemallyandtythetpoblicqergoavi de ser
pipe bursting in a building, viruses in the government information system network).

5 Emergency Program Management Regulation (BC REG. 477/94), section 3(3)(b).
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This Terms of Reference discusses Business Continuity Management within the
Government of BC. Although the two projects are closely linked, the review of
Emergency Management is addressed in a separate Terms of Reference.

PURPOSE

The purpose of this project is to evalwuate th
continuity of essential services within government and to its citizens in the event of a
major emergency.

OBJECTIVES AND SCOPE
The review will assess whether:

1 there is an accountability framework in place to ensure effective and efficient
business continuity management across the BC Government; and

1 business continuity management processes within the ministries are in
compliance with provincial policy, and should ensure continuity of key BC
Government services in the event of a major emergency.

The scope of the project will include an evaluation of: business continuity management
processes within government ministries; a sample of business continuity plans for
mission critical business areas; and, a case study to illustrate lessons learned and best
practices. The business continuity plans will also be assessed to determine whether
they consider the impact of a wider-scale disaster such as a pandemic.

PROJECT APPROACH AND DELIVERABLES

The project approach will include a review of business continuity management
processes and a sample of mission critical business continuity plans. The sample will
be selected in conjunction with key stakeholders.

The review will include, but may not be limited to:

1. Reviewing government BCM policy and procedures, as well as standards,
guidelines and resources, practices in other jurisdictions, and other relevant
documentation;

2. Assessing a sample of business continuity plans and related documentation;

and discussing BCM practices with ministry management and staff;
3. Current linkages and integration between emergency management and BCM;

4. Conducting site visits to ministries that form part of the sample;
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5.

6.

Surveying members of the Inter-Agency Emergency Preparedness Council
(IEPC) and BCMP Advisory Committee; and

Observing the testing of a business continuity plan.

As a result of linkages between emergency management and business continuity
management, the two projects will leverage off each other, where possible. 1AAS will
also coordinate the activities of these two projects to minimize disruption with

BC Government staff and stakeholders.

TIMEFRAME AND REPORTING

Fieldwork will commence in November 2006 and will continue through to
February 2007. There will be ongoing communication throughout the review with the
RMB. Significant reporting milestones and activities are as follows:

1.

A summary of the status of the project and any interim findings to the DMCIA at
their regularly scheduled meeting on December 14, 2006.

Regular updates to the Assistant Deputy Minister, Provincial Treasury (who is
responsible for the RMB) on any significant findings or issues as they arise
during the course of the project.

Regular updates to the Deputy Minister, Finance and the Comptroller General,
Ministry of Finance on any significant findings or issues that require
communication outside of the regularly scheduled DMCIA meetings.

Summaries of the significant observations and findings will be communicated to
the responsible organizations (i.e. RMB, ministries) to validate the accuracy of
the observations/findings prior to inclusion in the report.

It is currently anticipated that a draft report will be available for discussion in

April 2007. The initial draft report will be issued to the Assistant Deputy Minister,

Provincial Treasury; the Executive Director of RMB; the Senior Advisor, Business
Continuity, RMB; the Comptroller General and other significant contributors such

as the ministry Business Continuity Advisors. The objective will be to validate the
observations/findings and provide comment on the feasibility of implementing the
recommendations.

The final report will be provided to the DMCIA, with copies provided to all Deputy
Ministers, Assistant Deputy Ministers of Corporate Services and those issued the
draft report. If desired, once the final report is released, IAAS will also present the
significant findings to other key stakeholders such as the Deputy Minister s ’
Council, the Assistant Deputy Minister
Inter-Agency Emergency Preparedness Council

s C
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FUNDING

The estimated cost of this engagement is $95,000 to be funded from the 2006/07
Cross—Government internal audit budget.

RESPONSIBILTY

Responsibility for the business continuity management project is assigned to Glenn
Lewis, Project Leader, under the general direction of Jim Neily, Project Manager, and
Behram Dadachaniji, Director of Operations, IAAS. The project team will also include,
as required, additional audit staff from IAAS and external consultants to support the
project team with the technical aspects of business continuity management.

CONFIDENTIALITY

Internal Audit & Advisory Services will treat as confidential and will not, without the prior
written consent of the Deputy Ministers
or disclose or permit to be published, released or disclosed, any information supplied to,
obtained by, or which comes to the knowledge of the IAAS as a result of this project,
except insofar as such publication, release, or disclosure is necessary to enable IAAS to
fulfill its obligations for this project or to comply with legislation or Treasury Board Policy.
The Province may post the final project report on its Internet site. Any such posting will
be done in compliance with the Freedom of Information and Protection of Privacy Act.

Comm
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APPENDIX 7: Ministry-Specific Observations

1. Ministry of Agriculture and Lands

1.1:

Roles and Responsibilities

1  Roles and responsibilities are clearly defined in the FADES plan.

1.2: Coordination and Liaison

1  The ministry works effectively with Canadian Food Inspection Agency and PEP to
implement the FADES plan.

i Protocols with Ministries of Environment and Health are outstanding, and with local
governments for mortality disposal. EMBC is involved in resolution.

1.3: Emergency Management Planning

i The FADES plan to deal with avian influenza and other animal diseases was
developed with PEP and the Federal Government.

1 A $1 million UBCM grant has been used for two pilot agricultural emergency plans,
in Chilliwack and Caribou.

1  The ministry reported a lack of knowledge of local government plans.
Recommendation #9 is that PEP finalize and implement the formal plan
review processes for local government programs by PEP Regional offices.
The ministry should be able to work with PEP Regional offices and local
governments to learn about local plans.

1.4: Testing

1  Table top testing was performed in late 2006; activation of FADES in 2005 equated
to a test.

1  Coordination with other stakeholders is informal.

Recommendation #12 that PEP finalize and implement its formal process for
monitoring and evaluating testing and its effectiveness throughout the
province should help the ministry to address this issue.

1  There is no formal process to implement lessons learned from tests.
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Recommendation #12 that PEP finalize and implement its formal process for
monitoring and evaluating testing and its effectiveness throughout the
province, which would include evaluating test results and implementing
lessons learned will enable the ministry to address this issue.

1.5: Training of Emergency Management Personnel

1  Training is undertaken, through JI, with a matrix used. Executive has undertaken
to fund the necessary training.

1 Reverse shadowing is underway, for staff to gain experience at active ministries.

Recommendation #14, for a provincial emergency management training
strategy and database, should enable PEP and ministries to ensure that
adequate training is undertaken in all areas.
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2. Ministry of Environment

The 2007 flood season work prevented the Water Stewardship Division from devoting
the resources necessary to provide IAAS with documents requested for the review.
However, the manner in which flood preparation and mitigation work was carried out
and the successful management of the flood risk implies a satisfactory Division
program.

2.1: Roles and Responsibilities

i The Environmental Protection and the Water Stewardship Divisions have clearly
defined roles and responsibilities under two classes of plan — Hazmat spills and
flood.

2.2: Coordination and Liaison

T As demonstrated in the 2007 fl ood season, W
in practice.

1  Hazmat spills account for some 45% of provincial incidents. There are well-
practised spil!/l plans, although the “respon
some operational uncertainties do inevitably occur.

1  Protocols with OFC and the Federal Government are outstanding.

1  Canadian Coast Guard uses ICS but regards itself as having primary jurisdictional
authority for hazmat spills. This has not proven a barrier to cooperation with the
ministry during incident response, but has meant that reliance is placed on
continuing goodwill between staff of the two entities.

Recommendation #5, for PEP and EMBC to actively pursue ICS resolution
with the Federal Government supports current efforts to resolve the issue
with Canadian Coast Guard.

2.3: Emergency Management Planning

i The ministry works with PEP on both the hazmat and flood plans, with a formal
across-the-board debriefing review held for annual flood planning activity where
warranted (to be held in January, 2008, for the 2007 freshet).

1  Staffing for response positions can become an issue, given that:
1  The Environmental Protection Division uses a larger proportion of management

exclusion personnel than others. These staff do not receive overtime pay,
whereas union staff do.
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1  There are critical technical positions in the Water Stewardship Division that will
need to be re-staffed as anticipated retirements occur. These are being identified
with a view to establishing a staffing plan.

2.4: Testing

1  Plans are implemented on a regular basis — hazmat throughout the year, flood
during spring freshet or the fall rainy season to varying degrees.

1  Postincident reviews lead to implementation of lessons learned, with an annual
flood plan update being performed. The Environmental Protection Division
maintains a file that tracks and periodically reviews outstanding issues.

2.5: Training of Emergency Management Personnel

1  The ministry is retraining its own staff — downsizing, aging staff, and, now, few
experienced newer staff have combined to create a knowledge and experience
vacuum. The ministry is looking for outside experience — e.g., contractors, retirees
as contractors.

Recommendation #11, for a provincial emergency management human
resources strategy, will assist the ministry in addressing this issue.

1  Training is held on a regular basis, although an informally structured program. Itis
noted that some personnel, e.g., flood assessors, require more intensive training
than others, such as flood observers.

Recommendation #14, for a provincial emergency management training
strategy and database, should enable PEP and ministries to ensure that
adequate training is undertaken in all areas.

1  While adequate training is available, a steady funding commitment is needed, to
ensure stability in training and the ability to keep volunteers engaged.

Recommendation #14, for a provincial emergency management training
strategy and database, should enable PEP and ministries to ensure that
adequate training is undertaken in all areas.
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3. Ministry of Forests and Range

3.1: Roles and Responsibilities

1  These are clearly defined in the fire plan, which is a quadripartite agreement
between the ministry and other stakeholder ministries.

3.2: Coordination and Liaison

1  The ministry is part of the IEPC Strategic Core Group.

1  The Protection Branch works closely with PEP, various other stakeholder
ministries, and local government. A key relationship is with the Ministry of
Community Services.

1  Relationships with local governments are generally informal. However, there is a
formal standing "agreement"” with any local government that provides mutual aid in
combating wildfires directly (i.e., action on the fire itself), whether in cooperation or
unilaterally, to be compensated at a prescribed rate by the province. That
agreement is currently under review by the province and BC Association of Fire
Chiefs.

1  Agreements are signed with jurisdictions as required to provide an understood
protocol/process for collaboration - e.g., cross-border agreements.

T The ministry stildl r

eports “interoperabilit
departments—ther e ar e some hic

cups re getting the

We note that IPSU is prioritizing interoperability; resolution should address
the issue.

3.3: Emergency Management Planning

The Protection Branch works closely with PEP and the other stakeholders in
maintaining the fire plan.

1 A significant concern to the ministry is that communities can ignore a fire risk and
refuse to perform mitigation (e.g., construct fire breaks, perform landslide
mitigation) without consequence. This creates significant moral hazard — it is
difficult to get some communities to recognize their accountability for mitigation.

Recommendation #9 is that PEP finalize and implement the formal plan
review processes for local government programs by PEP Regional offices.
This should also result in PEP Regional officers strengthening their advice to
local governments about legal responsibilities.
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1  The ministry is currently approving and funding, through UBCM, grants for local
governments to carry out fuel management programs designed to mitigate wildfire
risk. Small communities are pressing for greater than 50% contribution by the
ministry.

As with the PEP grants, funding sustainabil
continued success.

3.4: Testing

1  Testing is undertaken with the different stakeholders. The ministry has extensive
practical experience each year, but training is necessary to maintain community
capability.

1  Testing occurs annually through exercises as well as actual events that involve
debriefing in many cases. In addition, wildfire is often used by PEP and local
governments as a realistic test for emergency response table top exercises.

3.5: Training of Emergency Management Personnel

1 Jl provides training courses; programs are designed by the ministry. National and
Work Safe BC standards have been established.

1  Funding for training is adequate, but the biggest constraint is timing training before
the fire season. This year, the staffing plans were adjusted to allow earlier starts.
This ensured more time for training, in response to expanding fire season lengths
now seen.

1 A succession strategy and training for succession are needed in order to be able to
i mpl ement the ministry’s strategy over a pe
position has recently been filled in the Protection Program, with responsibilities
including development of a succession strategy in concert with ministry strategies.

Recommendation #11, for a provincial emergency management human
resources strategy, and #14, for a provincial emergency management
training strategy and database, should enable PEP and ministries to ensure
that recruitment is addressed and adequate training is undertaken in all area.
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4. Ministry of Health

A separate IAAS Review, #026073, of provincial health emergency management was
undertaken in 2006. The commentary, below, complements the results of that review.

4.1: Roles and Responsibilities

T

Most activity is through Health Authorities (HAs) and BC Ambulance Service,
rather than the ministry. Regionalization is relatively new; roles and responsibilities
remain to be finalized.

Health Emergency Management Council (HEMC), on which all HAs are
represented, is intended to guide overall development of health related emergency
programs as a team.

4.2: Coordination and Liaison

T

Agreements have been signed with contiguous US States and with HAs.

4.3: Emergency Management Planning

l

Health Services Management Policy #3 requires HAs to undertake and test plans.
Specifics are outlined in some HA Performance Agreements. Plans are out of
scope for this project and were, therefore, not reviewed.

The ministry doesn’t review HA plans.
Canadian Council on Health Services Accreditation (CCHSA), which requires
accredited entities to have plans meeting its standards.

Recommendation:

The ministry should review CCHSA standards to ensure their compatibility
with provincial standards (NFPA1600 was used for this review, absent formal
provincial standards).

The ministry monitors overall provincial activity through its Detailed Action Plan.

4.4: Testing

T

The ministry relies on HAs and PEP Regional Managers to work together — they
have a direct relationship. The onus is on the HAs, the ministry does not get
involved.

HAs work with each other and cross-border (e.g., Border HA with WA state
entities).
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1  Testing lessons learned are reviewed at HEMC meetings, which include BCAS.
This ensures open doors between HAs.

4.5: Training of Emergency Management Personnel
1  HAs identify training needs, using HEMC.

1  JIBC training has been developed by the Health Emergency Council, getting
working groups to identify training needs, such as hazardous substances training.
The ministry is working to develop a long term relationship with JIBC, funds its
courses, and acts as the facilitator/leader, creating opportunities for HAs to work
together to get training accomplished.
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5. Ministry of Transportation

5.1: Roles and Responsibilities

1  These are clearly defined. Contractors have responsibilities detailed in their
agreements.

5.2: Coordination and Liaison

1  Ministry Districts work with PEP Regional offices and local governments. No
issues were reported.

5.3: Emergency Management Planning

1  The ministry conducts informal reviews. Districts meet and share lessons learned
informally.

Recommendation #9 is that PEP finalize and implement the formal plan
review processes for local government programs by PEP Regional offices.

5.4: Testing

1  The ministry reports that its plans are activated frequently during the year and
separate testing is not considered necessary, except where staff turnover occurs.

5.5: Training of Emergency Management Personnel

1 TEAMS members train ministry staff; there is routine training for all events types.

1  There is a succession plan in place, but extensive training will be required, both
TEAMS and general.

Recommendation #14, for a provincial emergency management training

strategy and database, should enable PEP and ministries to ensure that
adequate training is undertaken in all areas.
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